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Prerequisites: Essentials of Cyber Security, Computer Networks

This course provides a comprehensive introduction to the principles and practices of cyber security. It
covers key topics including threats, vulnerabilities, security layers, authentication, and cryptographic
controls. Students will explore various cyber attacks and corresponding countermeasures, and gain
foundational knowledge in digital forensics, privacy issues, and cyber laws. The course also delves into
practical aspects of network and database security, incident handling, and the impact of emerging
technologies such as [oT and big data. Emphasis is placed on real-world applications and developing a
security-first mindset essential for protecting digital assets and infrastructures.
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The fundamental concepts of cyber security, including threats, vulnerabilities, controls, and
cryptographic techniques to protect digital systems and user data.

The principles of digital forensics, cyber laws, and regulatory frameworks to analyze cyber
incidents and understand legal implications.

The effective countermeasures, security planning strategies, and privacy preservation
techniques to secure networks, databases, and emerging technologies such as [oT and big
data.

successful completion of the course, students should be able to:
Analyze various types of cyber-attacks such as browser-based, email-based, and web user-
targeted attacks.
Apply digital forensic technique es to investigate cyber incidents and recover digital
evidence, following standard forensic procedures and lifecycle.
Implement security mechanisms such as cryptography, firewalls, intrusion
detection/prevention systems, and secure database management.
Demonstrate awareness of privacy concerns in cyberspace, including data mining, web
privacy, and the impact of emerging technologies.
Develop strategic plans for cyber security management, including incident response,
business continuity, risk analysis, and understanding of cyber laws and global legal
frameworks.
Analyze and evaluate various types of cyber-attacks such as browser-based, email-based,
and web user-targeted attacks.




MODULE - I: INTRODUCTION TO CYBER SECURITY (10)

Basic Cyber Security Concepts, layers of security, Vulnerability, Computer Security, Threats, Harm,
Vulnerabilities, Controls, Authentication, Access Control and Cryptography, Web user side, Browser
attacks, Web attacks targeting users, Obtaining user or website data, Email attacks.

MODULE —II: CYBER AND DIGITAL FORENSICS (10)

Introduction, Cyber Security Regulations, Roles of International Law. The INDIAN Cyberspace,
National Cyber Security Policy. Introduction, Historical background of Cyber forensics, Digital
Forensics Science, The Need for Computer Forensics, Cyber Forensics and Digital evidence, Forensics
Analysis of Email, Digital Forensics Lifecycle, Forensics Investigation, Challenges in Computer
Forensics.

MODULE - III: DEFENCES: SECURITY COUNTER MEASURES (10)
Cryptography in Network Security, Firewalls, Intrusion Detection and Prevention Systems, Network
Management.

Databases, Security Requirements of Databases, Reliability and Integrity, Database Disclosure, Data
Mining and Big Data.

MODULE - IV: PRIVACY IN CYBERSPACE (09)
Privacy Concepts, Privacy principles and policies, Authentication and privacy, data mining, privacy on
the web, Email security, Privacy impacts of emerging technologies where the field is headed.

MODULE - V: MANAGEMENT AND INCIDENTS (09)

Security Planning, Business Continuity Planning, Handling Incidents, Risk Analysis, Dealing with
Disaster, Emerging Technologies, The Internet of Things, Economics, Electronic Voting, Cyber
Warfare, Cyberspace and the Law, international Laws, Cyber-crime, Cyber Warfare and Homeland
Security.
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Course template

Tutorial question bank
Tech-talk topics
Open-ended experiments
Definitions and terminology
Assignments

Model question paper — I
Model question paper — I1
Lecture notes
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10. PowerPoint presentation
11. E-Learning Readiness Videos (ELRV)



