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COURSE CONTENT

PENETRATION TESTING AND CYBER OPERATIONS LABORATORY

VI Semester: CSE(CS)

Course Code Category A Credits Maximum Marks
Week
L T P C CIA | SEE | Total
ACCD18 Core
0 0 2 1 40 60 100
Contact Classes: Nil TUtor'?\lmc lasses: Practical Classes: 45 Total Classes: 45

Prerequisite: There are no prerequisites to take this course.

The purpose of this course is to provide a clear understanding of assessing an application or
infrastructure for vulnerabilities in an attempt to exploit those vulnerabilities, and circumvent or
defeat security features of system components through rigorous manual testing.

The students will try to learn
. The usage of tools that can be used to perform information gathering.
I1. The Various attacks in various domains of cyberspace.

111. How vulnerability assessment can be carried out by means of automatic tools or manual
investigation.

IV. The vulnerabilities associated with various network applications and database system.

At the end of the course students should be able to:
CO 1 Make use of Google and Whois tools to gather information about the target specification.
CO 2 Apply appropriate tools to perform encrypt and decrypt passwords in network.
CO 3 Make Use of vulnerability detection tools to identify vulnerabilities and monitor the

networking mechanism.

CO 4 Compare different OSINT tools to gather detailed network information of the target.
CO 5 Make use of Virus Total tool to scan the network and detect malware on the network.
CO 6 Apply Ettercap tool to scan the network and performing an ARP poisoning attack.

Week —1:
Make use of Google and who is tools to gather information about the target specification.

Week - 2:
Apply Crypt tool to perform encryption and decryption of the data with algorithms.

Week - 3:
Make use of Password cracking tools and techniques to crack the passwords on wireless network.

Week — 4:
Make use of Nmap tool to find the vulnerabilities of the target system on network.

Week - 5:
Make use of Wayback Machine Tool to save the digital history of the target on network.
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Week — 6:
Install and use Nessus tool to perform web application Scanning on network.

Week - 7:
Install Acunetix tool to understand and perform scanning for variety of vulnerabilities in web
Application.

Week — 8:
Perform ARP Poisoning with Ettercap Tool with Two machines on Network.

Week - 9:
Install Burp suite tool perform security testing of Web applications on network.

Week - 10:
Install OWASP ZAP tool to perform web application testing and launching attacks on target machine.

Week - 11:
Install Metasploit framework to perform various exploitation tasks about the security vulnerabilities
of target machine.

Week - 12:
Make use of Virus total tool for Analyze suspicious files on URL of the target.

Week — 13:
Post-Exploitation and Lateral Movement.

Week - 14:
Exploiting Web Application Vulnerabilities using Nmap tool.
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