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COURSE CONTENT 

 

CLOUD APPLICATION DEVELOPMENT LABORATORY 

V Semester: CSE | IT 

Course Code Category Hours / Week Credits Maximum Marks 

 

ACSD27 

 

Core 
L T P C CIA SEE Total 

0 0 2 1 40 60 100 

Contact Classes: Nil Tutorial Classes: Nil Practical Classes: 45 Total Classes: 45 

Prerequisites: Programming with Objects 

I. COURSE OVERVIEW: 

This laboratory course is designed to provide students with hands-on experience in developing applications for cloud 

computing environments. Students will learn how to design, develop, deploy, and manage cloud-based applications 

using popular platforms and services such as Amazon Web Services (AWS), Microsoft Azure, and Google Cloud 

Platform. The course will also cover best practices for building secure, scalable, and reliable cloud applications. 

II. COURSES OBJECTIVES: 

The students will try to learn 

I. The fundamentals of cloud computing, including its architecture, benefits, and impact on modern application 

development. 

II. The ability to design, build, deploy, and manage cloud-based applications using various cloud platforms, 

services, and infrastructure components such as storage, databases, and networking. 

III. The skills for implementing secure, scalable, and monitorable cloud solutions, following industry best practices 

and addressing real-world use cases. 

 

III. COURSE OUTCOMES: 

At the end of the course, students should be able to: 

CO1  Design, Develop & Deploy real-world applications in the cloud computing platforms they have learned 

CO2   Develop Applications in the cloud platform. 

CO3   Design dashboards for management across cloud-based services. 

CO4   Demonstrate the ability to access the various cloud platforms used. 

CO5   Describe the methods for managing the data in the cloud and demonstrate the concepts of automation, 

and provisioning using the puppet tool. 

CO6   Analyze and use an appropriate framework and APIs for the task. 
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CLOUD APPLICATION DEVELOPMENT LABORATORY  

CONTENTS 

 

S. No Topic Name Page No 

1.  INTRODUCTION TO CLOUD COMPUTING 

a. Create accounts on popular cloud platforms like AWS, Google Cloud, and Azure.             5 

b. Exploring the dashboards and key services of each cloud provider. 
c. Creating and configuring Virtual Private Clouds (VPCs). 
d. Configuring security groups and network access control lists (ACLs). 

2.     VIRTUAL MACHINES AND STORAGE                                                                                9 

a.  Creating and managing virtual machines (VMs). 

b.  Cloud storage options and their use cases. 

c.   Launching and configuring VMs on AWS EC2, Azure VMs, and Google Compute Engine. 

d.   Setting up different cloud storage (S3, Azure Blob Storage, Google Cloud Storage). 

1. CLOUD NETWORKING        17 
a.   Setting up VPCs and configuring networking components. 
b.   Creating and configuring Virtual Private Clouds (VPCs). 

c.   Setting up subnets, routing tables, and internet gateways. 

d.  Configuring security groups and network access control lists (ACLs). 

2. CONTAINERIZATION WITH DOCKER                                                                    25 

a. Installing Docker and running basic commands. 

b. Creating Docker images and managing containers. 

c. Deploying containers on ECS (AWS), AKS (Azure), and GKE (Google Cloud). 

d. Creating Lambda functions (AWS), Azure Functions, and Google Cloud Functions. 

3. ORCHESTRATION WITH KUBERNETES         32 

a. Setting up a Kubernetes cluster. 
b. Deploying and managing containerized applications with Kubernetes. 

c. Creating IAM users and groups. 

4. SERVERLESS COMPUTING                                                                                       42 

a. Creating and deploying serverless functions on AWS, Azure, and Google Cloud. 

b. Setting up triggers for serverless functions. 

c. Creating and managing S3 buckets (AWS). 

d. Working with Azure Blob Storage and Google Cloud Storage. 

5. MICROSERVICES ARCHITECTURE         51 

a. Developing a simple microservices application. 

b. Deploying microservices on a cloud platform. 
c.  Setting up monitoring dashboards 
d.  Creating alerts and managing logs. 
 

6. CONTINUOUS INTEGRATION AND CONTINUOUS DEPLOYMENT (CI/CD) 
a. Setting up a CI/CD pipeline. 
b. Automating the build, test, and deployment process. 

c. Deploying code changes using CI/CD tools. 

              61 
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9.  MONITORING AND LOGGING  
a. Setting up monitoring and logging for cloud applications. 

b. Analyzing logs and metrics to troubleshoot issues. 

c. creating alerts and managing logs using monitoring and logging technique 

  70 

10. SECURITY IN THE CLOUD                                                                                           

a. Configuring IAM policies and roles. 

b. Implementing security best practices for cloud applications. 

c. Implementing encryption for data at rest and in transit 

78 

11. CLOUD STORAGE SOLUTIONS  

a. Implement cloud storage services. 

b. Hands-on with Amazon S3, Azure Blob Storage, Google Cloud Storage 

c. Implementing data lifecycle management and access policies 

87 

12. COST MANAGEMENT AND OPTIMIZATION  

a. Understanding cloud pricing models. 

b. Hands-on with cost management tools: AWS Cost Explorer, Azure Cost 

Management, Google Cloud Billing. 

c. Strategies for optimizing cloud application costs. 

 

93 
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I. SYLLABUS: 

 

EXERCISES FOR CLOUD APPLICATION DEVELOPMENT       LABORATORY 

Note: Students are encouraged to bring their own laptops for laboratory practice sessions. 

1. Getting Started Exercises 

 

1.1 Create accounts on popular cloud platforms like AWS, Google Cloud, and Azure.  
    

    1 . AWS (Amazon Web Services) 

• Go to https://aws.amazon.com 

• Click on "Create an AWS Account" 

• Provide: 

o Email address 

o Password 

o Account name 

• Set up payment method (credit/debit card) 

• Choose account type (Individual/Business) 

• Verify phone number 

• Choose support plan (Free tier available) 

 

2. Google Cloud Platform (GCP) 

• Go to https://cloud.google.com 

• Click on "Get started for free" 

• Sign in with Google account 

• Accept terms of service 

• Provide billing details (Free trial with $300 credit) 

• Enable billing to start using GCP services 

   3.  Microsoft Azure 

• Go to https://azure.microsoft.com 

• Click on "Start free" 

• Sign in with Microsoft account 

• Fill in personal and payment details 

• Verify identity 

• Start using the Azure portal (Free $200 credit for 30 days) 

 

2.1 Exploring the dashboards and key Services of each cloud provider 

https://aws.amazon.com/
https://cloud.google.com/
https://azure.microsoft.com/
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I. Liquid Web 

 

 
Liquid Web offers a cloud solution that’s perfect for you. You get a configurable cloud solution to build up based on your 

business needs. If you have a dedicated cloud team, you can go unmanaged.  

 

II.Amazon Web Services (AWS) 

 

 

Accessing the Dashboard: 

• Go to: https://console.aws.amazon.com 

• Sign in with your credentials. 

• You’ll land on the AWS Management Console Dashboard. 

 

 

 

 

https://www.liquidweb.com/cloud-hosting/
https://console.aws.amazon.com/
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I Google Cloud Platform (GCP) 

 

 
 

 

 

Accessing the Dashboard: 

• Go to: https://console.cloud.google.com 

• Sign in with your Google account. 

• Choose or create a GCP project. 

You’ll see the GCP Console Dashboard. 

 
2.2 Creating and configuring Virtual Private Clouds (VPCs).  

 Now, we will proceed with the creation of a VPC on AWS. During this step, our main objective is to  create the VPC itself, 

without including the other associated components. 

 Step 1: Sign in to the AWS Management Console 

  To get started, sign in to the AWS Management Console using your AWS account credentials. If you   don’t have an AWS 

account, you can create one easily by following the instructions on the AWS website. 

Step 2: Access the VPC service 

Open the AWS VPC service by navigating to the VPC dashboard. This is where you’ll configure and manage your VPC. 

Step 3: Create a new VPC 

Click on the “Create VPC” or similar button to initiate the creation process for a new VPC. 

https://aws.amazon.com/
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Step 4: Configure VPC settings 

• Provide a name for your VPC to easily identify it. 

• Specify an IP address range for the VPC in CIDR notation. This defines the range of IP addresses for your VPC. 

 

Below, you can see the VPC configuration that I have provided: 

 

Step 5: Add tags (optional) 

Optionally, you can add tags to your VPC. Tags are key-value pairs that help categorize and organize your VPC resources. 

Step 6: Review and create the VPC 

Click on the button “Create VPC”. 

Step 7: Confirmation and VPC details 

Once the VPC creation is complete, you will receive a confirmation messag
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2.3  Configuring security groups and network access control lists (ACLs). 

 

2.4 Practical Configuration of Security Groups: 

     1. Create a Security Group: 

• Navigate to the EC2 dashboard in the AWS Management Console and select “Security Groups” from the sidebar. 

• Click on “Create Security Group” and specify a name, description, and VPC for the security group. 

• Define inbound and outbound rules based on protocols, ports, and IP address ranges. For example, allow inbound 

SSH (port 22) access from a specific IP address range. 
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2. Associate Security Group with Instances: 

• Once the security group is created, associate it with the desired instances within your VPC. 

• Select the instance in the EC2 dashboard, navigate to the “Actions” dropdown menu, and choose “Networking” 

> “Change Security Groups.” 

• Select the desired security group and click “Assign Security Groups” to apply the changes. 
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Understanding Network Access Control Lists (NACLs): 

NACLs are stateless packet filters that operate at the subnet level, controlling traffic entering and exiting the subnet. They 

provide an additional layer of security by allowing or denying traffic based on subnet-level rules. 

 

Practical Configuration of NACLs: 

1. Create a NACL: 

• In the VPC dashboard, select “Network ACLs” from the sidebar and click on “Create Network ACL.” 

• Specify a name, description, and VPC for the NACL. 

• Define inbound and outbound rules by specifying allow or deny actions, IP address ranges, protocols, and ports. 

 

 

INBOUND RULE : 
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Add two rules here, sorted by rule number. Lesser number gets more priority means whatever written in that rule checked first 

and if it satisfied then it will not go further. 

 

 
 

 

 

Here we have deny our other instance IP from pinging to the instance in this private subnet where this nacl has been placed. 

OUTBOUND RULE : 
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 2. Associate NACL with Subnets: 

• After creating the NACL, associate it with the desired subnets within your VPC. 

• Choose the Edit Subnet Association option in this NACL and choose the private subnet because NACL is 

mostly used for private subnet. 

• Click “Save” to apply the changes. 
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Now if we try to ping to the instance launched in this private subnet which is associated with this NACL, it will easily be pingable 

but we have denied it in the rule. This is because of Rule number priority. 
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Now by changing the rule number we can easily get what we exactly want, which is denying 192.168.1.0/24 subnet from pinging 

to this instance. 

 

 



Page | 16  

 
 

 

And now if we try to ping again, it will not be pingable this time. 
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      2. VIRTUAL MACHINES AND STORAGE 

                  

      2.1 Creating and managing virtual machines (VMs).  
 

The Servers and VMs tab is used to create and manage your virtual machines. By default, compute nodes are listed 

as belonging to a single server pool called Rack1_ServerPool. The configuration of this server pool must not be 

altered. There is no need to discover servers, as compute nodes are automatically provisioned and discovered 

within an Oracle Virtual Compute Appliance. Editing the configuration of the server pool, servers, affinity groups 

and processor compatibility groups is not supported. The primary purpose of this tab within the Oracle Virtual 

Compute Appliance context is to create and manage your virtual machines. 

Virtual machines can be created using: 

• ISO files in a repository (hardware virtualized only) 

• Mounted ISO files on an NFS, HTTP or FTP server (paravirtualized only) 

• Virtual machine templates (by cloning a template) 

• Existing virtual machine (by cloning the virtual machine) 

• Virtual machine assemblies 

Virtual machines require most installation resources to be located in the storage repository, managed by Oracle VM 

Manager, with the exception of mounted ISO files for paravirtualized guests. See Section 3.5, “Managing Virtual 

Machine Resources” for more information on importing these resources into the Oracle Virtual Compute 

Appliance repository. 

Before you create a virtual machine that requires network connectivity, or a paravirtualized machine which requires 

network connectivity to perform the operating system install, you must generate some virtual network interfaces 

using the VNIC Manager. See Section 3.6, “Configuring Network Resources For Virtual Machines” for 

information on using the VNIC Manager. 

The following list provides an outline of actions that you can perform in this tab, with links to the relevant 

documentation within the Oracle VM User's Guide: 

Managing Virtual Machines 

• Create a virtual machine 

You can create a virtual machine following the instructions provided in the section entitled Creating a Virtual 

Machine. 

You do not need to create any additional server pools. You need only ensure that your installation media has been 

correctly imported into the Oracle Virtual Compute Appliance repository. 

• View virtual machine information and events 

You can view information about your virtual machine or access virtual machine events by following the information 

outlined in the section entitled Viewing Virtual Machine Information and Events. 

• Edit a virtual machine 

You can edit virtual machine parameters as described in the section entitled Editing a Virtual Machine. 

You can also convert a virtual machine to use paravirtualization. This involves making changes to the virtual machine 

itself, and then editing its Oracle VM Domain Type. Refer to the section entitled Converting to Paravirtualized 

Guests or Installing Paravirtualized Drivers for information on converting a virtual machine to use 

paravirtualization. 

• Start a virtual machine 

Further information is provided in the section entitled Starting Virtual Machines. 

• Stop a virtual machine 

Further information is provided in the section entitled Stopping (Shutting Down) Virtual Machines. 

• Kill a virtual machine 

Further information is provided in the section entitled Killing Virtual Machines. 

• Restart a virtual machine 

Further information is provided in the section entitled Restarting Virtual Machines. 

• Suspend a virtual machine 

Further information is provided in the section entitled Suspending Virtual Machines. 

• Resume a virtual machine 

Further information is provided in the section entitled Resuming a Virtual Machine. 

• Move a virtual machine between repositories 

https://docs.oracle.com/cd/E40371_01/E40647/html/admin-managing-ovmm-repository.html
https://docs.oracle.com/cd/E40371_01/E40647/html/admin-managing-ovmm-repository.html
https://docs.oracle.com/cd/E40371_01/E40647/html/admin-managing-ovmm-networking.html
http://docs.oracle.com/cd/E35328_01/E35332/html/index.html
http://docs.oracle.com/cd/E35328_01/E35332/html/vmusg-vm-create.html
http://docs.oracle.com/cd/E35328_01/E35332/html/vmusg-vm-create.html
http://docs.oracle.com/cd/E35328_01/E35332/html/vmusg-vm-manage.html#vmusg-vm-info
http://docs.oracle.com/cd/E35328_01/E35332/html/vmusg-vm-manage.html#vmusg-vm-edit
http://docs.oracle.com/cd/E35328_01/E35332/html/vmusg-vm-pv.html
http://docs.oracle.com/cd/E35328_01/E35332/html/vmusg-vm-pv.html
http://docs.oracle.com/cd/E35328_01/E35332/html/vmusg-vm-manage.html#vmusg-vm-start
http://docs.oracle.com/cd/E35328_01/E35332/html/vmusg-vm-manage.html#vmusg-vm-stop
http://docs.oracle.com/cd/E35328_01/E35332/html/vmusg-vm-manage.html#vmusg-vm-kill
http://docs.oracle.com/cd/E35328_01/E35332/html/vmusg-vm-manage.html#vmusg-vm-restart
http://docs.oracle.com/cd/E35328_01/E35332/html/vmusg-vm-manage.html#vmusg-vm-suspend
http://docs.oracle.com/cd/E35328_01/E35332/html/vmusg-vm-manage.html#vmusg-vm-resume
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It is possible to create alternate repositories using external storage, however this configuration is beyond the scope of a 

normal Oracle Virtual Compute Appliance configuration and is not recommended. If you have chosen to create an alternate 

repository, this function can be used to move a virtual machine from one repository to another. It is important to understand 

that virtual machines hosted on alternate repositories are outside of the scope of your support agreement. Refer to the section 

entitled Moving Virtual Machines Between Repositories for more information. 

• Move a virtual machine from one server to another 

Further information is provided in the section entitled Moving Virtual Machines Between Oracle VM Servers. 

• Move a virtual machine to or from the Unassigned Virtual Machines folder 

Further information is provided in the section entitled Moving Virtual Machines To/From Unassigned Virtual 

Machines Folder. 

• Migrate a virtual machine 

Since there is only a single server pool available for Oracle Virtual Compute Appliance X3-2, migration of virtual 

machines can only be achieved between servers and between a server and the Unassigned Virtual Machines folder. 

All compute nodes use the same CPU architecture, so you do not need to modify Server Processor Compatibility 

Groups. 

Information on migrating virtual machines is provided in the section entitled Migrating Virtual Machines. 

• Delete a virtual machine 

Further information is provided in the section entitled Deleting Virtual Machines. 

• Send a message to a virtual machine 

If you have installed Oracle VM Guest Additions within your virtual machine, you can use the Oracle VM Messaging 

framework to send messages to your virtual machines to trigger actions within a virtual machine. Refer to the 

section entitled Sending Messages to Virtual Machines for more information. 

• Connect to a virtual machine console 

Further information is provided in the section entitled Connecting to a Virtual Machine. 

Monitoring Compute Node Information and Events 

• View Oracle VM Server information and events 

 
 

 

  

 

http://docs.oracle.com/cd/E35328_01/E35332/html/vmusg-vm-manage.html#vmusg-vm-move-storage
http://docs.oracle.com/cd/E35328_01/E35332/html/vmusg-vm-manage.html#vmusg-vm-move
http://docs.oracle.com/cd/E35328_01/E35332/html/vmusg-vm-manage.html#vmusg-vm-move-unassigned
http://docs.oracle.com/cd/E35328_01/E35332/html/vmusg-vm-manage.html#vmusg-vm-move-unassigned
http://docs.oracle.com/cd/E35328_01/E35332/html/vmusg-vm-manage.html#vmusg-vm-migrate
http://docs.oracle.com/cd/E35328_01/E35332/html/vmusg-vm-manage.html#vmusg-vm-delete
http://docs.oracle.com/cd/E35328_01/E35332/html/vmusg-vm-message.html
http://docs.oracle.com/cd/E35328_01/E35332/html/vmusg-vm-console.html
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2.2  Cloud storage options and their use cases 
 

  Cloud storage refers to the delivery of data storage as a service over the internet. Here are several   types of cloud storage 

and their common use cases: 

1. Object Storage (e.g., Amazon S3, Azure Blob Storage, Google Cloud Storage) 

• Use Cases: 

o Storing multimedia files (images, videos, audio) 

o Big Data storage 

o Static website hosting 

o Backup and archival 

2. File Storage (e.g., Amazon EFS, Azure Files, Google Filestore) 

• Use Cases: 

o Shared file systems for applications 

o Content management systems 

o Lift-and-shift of applications that use traditional file systems 

3. Block Storage (e.g., Amazon EBS, Azure Managed Disks, Google Persistent Disks) 

• Use Cases: 

o Databases (SQL, NoSQL) 

o Virtual machines 

o High-performance workloads 

4. Cold Storage / Archive Storage (e.g., Amazon Glacier, Azure Archive Storage) 

• Use Cases: 

o Long-term data archiving 

o Compliance storage 

o Backup that is infrequently accessed 

5. Hybrid Cloud Storage (e.g., NetApp, Dell EMC Cloud Storage Solutions) 

• Use Cases: 

o Seamless integration between on-premise and cloud data 

o Disaster recovery 

o Data sovereignty requirements 

2.3 Lunching and configuring VMs on AWS EC2,Azure VMs, and Google compute Engine 
 

      1. Launching and Configuring VMs 

       a. AWS EC2 (Amazon Elastic Compute Cloud) 

     Steps: 

1.  Login to AWS Console → EC2 Dashboard 

2. Launch Instance 

o Choose Amazon Machine Image (AMI): e.g., Ubuntu 22.04 

o Choose Instance Type: e.g., t2.micro 
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o Configure key pair, network settings, and storage 

     3.Connect via SSH: 

       ssh -i your-key.pem ubuntu@<public-ip> 

    4.Install software (e.g., Python, Docker, Aneka container/client) 

       sudo apt update && sudo apt install -y python3 

 

  b. Microsoft Azure Virtual Machines 

     Steps: 

1. Login to Azure Portal → "Create a Resource" → Virtual Machine 

2. Configure VM 

o Select image (e.g., Ubuntu, Windows Server) 

o Choose size (B1s, D2s, etc.) 

o Configure inbound ports (SSH: 22 or RDP: 3389) 

3. Access via SSH or RDP 

o SSH (Linux): 

            ssh azureuser@<ip-address> 

RDP (Windows): Use Remote Desktop client 

     4.  Install required tools like compilers, libraries, task managers 

       c. Google Compute Engine (GCE) 

       Steps: 

1. Login to Google Cloud Console → Compute Engine → VM instances 

2. Create Instance 

o Choose machine type (e.g., e2-medium) 

o Select OS image 

o Allow HTTP/HTTPS or SSH 

3. Connect via SSH (browser or terminal) 

4. Install dependencies for your workload 

2. Task Scheduling and Resource Allocation 

Approach: 

Use any scheduler (e.g., Aneka, Crontab, Python Multiprocessing, HTCondor, or Kubernetes) to submit and 

monitor multiple tasks across the VMs. 

Example: Using Python Multiprocessing for Task Scheduling 

     Install required packages: 

     sudo apt install python3 python3-pip 

      pip install psutil 
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Python script for task scheduling: 

 

Observing Resource Allocation 

You can use the following tools: 

• top / htop / glances (Linux) – Monitor CPU, memory, and task usage 

• Azure Monitor, AWS CloudWatch, or GCP Operations Suite – Track VM performance 

• Task Manager (Windows VM) 

from multiprocessing import Pool 

import time, os, psutil 

 

def compute_task(n): 

    print(f"Task started on PID {os.getpid()} using {psutil.cpu_percent()}% CPU") 

    time.sleep(n) 

    return f"Completed task sleeping {n}s" 

 

if __name__ == "__main__": 

    start = time.time() 

    pool = Pool(processes=4)  # Simulate 4 concurrent tasks 

    durations = [5, 3, 4, 2] 

    results = pool.map(compute_task, durations) 

    end = time.time() 
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2.4  Setting up different cloud storage (S3, Azure Blob Storage, Google Cloud Storage). 

 

Getting Started with Amazon S3 

Here is a quick guide showing how to start saving your data to S3. 

          Step 1: Create S3 Bucket 

    To get started with Amazon S3, the first step is to create an S3 bucket. A bucket is a container for     storing objects in S3. 

Follow these steps to create an S3 bucket: 

1. Log in to the AWS Management Console and navigate to the S3 service. 

 
 

2. Click the Create bucket button. 

3. Enter a unique bucket name. Bucket names must be globally unique across all AWS accounts. 

4. Choose the region where you want to create the bucket. The region selection is important because it affects the data 

transfer costs and latency. 

5. Configure additional settings such as versioning, logging, and tags if needed. 

6. Click on the Create bucket button to create your S3 bucket. 

     Once the bucket is created, you can start uploading objects to it. 

    Step 2: Upload an Object to the Bucket 

   Uploading objects to an S3 bucket is straightforward. You can upload files, images, videos, or any other type of data. 

Here’s how you can upload an object to your S3 bucket: 

1. Open the S3 console and navigate to your bucket. 

2. Click on the Upload button. 

3. Choose the files you want to upload from your local machine. 
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4. Optionally, you can set permissions, metadata, and encryption options for the uploaded objects. 

5. Click on the Upload button to start the upload process. 

You can monitor the progress of the upload and once it’s completed, your object will be available in your S3 bucket. You can 

then access the object using a unique URL provided by S3. 
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3. CLOUD NETWORKING 

      3.1 Setting up VPCs and configuring networking components 

 

You have complete control over your virtual networking environment, including the selection of IP   address ranges, creation of 

subnets, and configuration of route tables and network gateways. 

 
Key Components of a VPC 

Before diving into best practices, let’s quickly review the key components of a VPC: 

1. Subnets: Subdivisions of your VPC’s IP address range. Subnets can be public (accessible from the internet) or private 

(isolated from the internet). 

2. Route Tables: Control the routing of traffic within your VPC. Each subnet is associated with a route table. 

3. Internet Gateway (IGW): Allows communication between instances in your VPC and the internet. 

4. NAT Gateway: Allows instances in a private subnet to access the internet while preventing the internet from initiating 

connections with those instances. 

5. VPC Peering: Connects two VPCs to enable routing of traffic between them. 
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6. Security Groups: Virtual firewalls for your instances to control inbound and outbound traffic. 

7. Network ACLs (NACLs): Provide an additional layer of security for your subnets by controlling traffic at the subnet level. 

 

 

Best Practices for Setting Up a VPC 

1. Plan Your IP Addressing Scheme 

Carefully plan your VPC and subnet IP address ranges to avoid conflicts and ensure scalability. Use private IP address ranges 

(RFC 1918): 

• 10.0.0.0/8 

• 172.16.0.0/12 

• 192.168.0.0/16 

 

Example 

 

2. Use Multiple Availability Zones (AZs) 
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Distribute your resources across multiple AZs for high availability and fault tolerance. Each subnet should reside in a different 

AZ. 

Example 

 
3. Separate Public and Private Subnets 

Use public subnets for resources that need internet access (e.g., web servers) and private subnets for resources that should not 

be directly accessible from the internet (e.g., databases). 

Example 

• Public Subnet: Hosts resources like web servers that need to be accessible from the internet. They have a route to the 

Internet Gateway (IGW). 

• Private Subnet: Hosts resources like databases and backend applications that shouldn’t be accessible directly from 

the internet. They communicate with the internet through a NAT Gateway for security. 

 
5. Use Private Subnets with NAT Gateways 

Place your application servers in private subnets and use NAT Gateways to allow them to access the internet for updates and 

patches. 

 

 

 

 

 

 

 

Example 
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6. Leverage VPC Peering for Inter-VPC Communication 

Use VPC peering to enable communication between VPCs in different accounts or regions. 

7. Enable VPC Flow Logs 

Enable VPC Flow Logs to capture information about the IP traffic going to and from network interfaces in your VPC. This is 

useful for monitoring and troubleshooting. 

Example 

 
8. Use AWS Direct Connect or VPN for Secure Connections 

For hybrid cloud setups, use AWS Direct Connect or VPN to establish secure connections between your on-premises network 

and AWS. 

9. Implement IAM Policies for VPC Resources 

Use IAM policies to control access to your VPC resources. Define least privilege policies to ensure users and services have 

only the permissions they need. 

Example IAM Policy 
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3.2 Creating and configuring Virtual Private Clouds (VPCs).  

Create your own Custom Virtual Private Cloud (VPC) in AWS:- 

 
 

You can create two types of route tables inside VPC – 

Public Route Table - It is associated with a public subnet that has a route that sends all traffic to the internet gateway. 

Private Route Table - It is associated with a private subnet which has no access to the internet. 

NAT Gateway (Network Address Translation):- 



Page | 29  

A NAT Gateway enables instances in a private subnet to connect to the internet or other AWS services. But it prevents the public 

internet from initiating a connection with those instances such as Database servers. To create a NAT Gateway we must specify 

the public subnet in which the NAT Gateway should live. And also we must specify an Elastic IP address to associate with the 

NAT Gateway when you create it. 

Elastic IP Address 

An Elastic IP address is a static IP address that can be assigned to an instance in a VPC. It allows instances to maintain a static 

IP address even if they are stopped and restarted. 

VPC Security 

To secure VPC we have 2 Amazon VPC firewall options that can be used to secure your VPC: 

1. Security Groups - Security groups are a set of firewall rules that controls the traffic for your instance. In security 

groups the only action that can be carried out is allow. You cannot create a rule to deny. You can have a single 

security group associated with multiple instances. 

2. Network Access Control Lists (NACL) - An optional layer of security for your VPC that acts as a firewall for 

controlling traffic in and out of one or more subnets. You might set up network ACLs with rules similar to your 

security groups in order to add an additional layer of security to your VPC. The default Network ACL is 

configured to allow all traffic to flow in and out of the subnets to which it is associated. 

 

 

Prerequisite 

1. An AWS Account with AWS Console Access 

2. A valid user with permission for creation and deletion of VPC, EC2 instances. 
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Hands-On 

Step 1 - Creating your VPC 

a) After logging into your AWS Console, under Services > All Services, search for “VPC” and click on it to go to the VPC 

dashboard. 

 

 
 

b) On the VPC Dashboard, select Your VPCs on the left pane of the VPC Dashboard. 

c) Now click on Create VPC to create a VPC. 

 
Note: You can also see the Default VPC which is already existing with the CIDR range 172.31.0.0/16 

d) In Resource to create option select VPC only (VPC and more provides a graphical option to create VPC and its resources at 

single place) 

e) Enter the VPC name which you want to provide (since I’m using Mumbai Region I will give it as Mumbai-VPC) 

f) Select IPv4 CIDR manual input and provide the IPv4 CIDR (I’m giving 10.0.0.0/16) 

g) The rest you can leave it as default and click on Create VPC. 

Note: Tenancy defines how EC2 instances are distributed across physical hardware and affects pricing. Shared (default) - 

Multiple AWS accounts may share the same physical hardware. Dedicated Instance (dedicated) - Your instance runs on 

single-tenant hardware. 



Page | 31  

 

 

   3.3 Setting up subnets, routing tables, and internet gateways. 

1. Create subnets 

Create the following subnets for your VPC in each AZ. From the VPC Dashboard, click Subnets → Create subnet. 

NOTE 

Use a different IPv4 CIDR block for each subnet that you create. The subnet CIDR block is dependent on the CIDR 

that you used for the VPC. Learn more about subnet CIDR blocks. 

The following image shows an example of a subnet. 

 

 
1. Create gateways 

Create the following gateways. Keep any default settings if not specified below. 

Internet Gateway 

The Internet Gateway gives your VPC access to or from the Internet. 

From the VPC Dashboard, click Internet Gateways → Create Internet Gateway. Select the new gateway, 

click Actions, and Attach to VPC to attach it to your VPC. 

NAT Gateway 

The NAT Gateway gives your private instances and applications access to the Internet. 

Create or identify a NAT Gateway in each AZ. From the VPC Dashboard, click NAT Gateways → Create NAT 

Gateway. Use the protected-public subnet when you create the NAT Gateway. 

If you do not have an allocated Elastic IP, create one when you create the new gateway. 

 

NOTE 

After you create the NAT Gateway, click Close. You will create the route tables in the next section. 

 

Virtual Private Gateway 

Create or identify a Virtual Private Gateway to connect your data center or your on-premise network to your VPC and 

https://docs.aws.amazon.com/vpc/latest/userguide/working-with-vpcs.html#AddaSubnet
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inspect that traffic. Learn more about Virtual Private Gateways. 

From the VPC Dashboard, click Virtual Private Gateways → Create Virtual Private Gateway. 

2. Create route tables 

These route tables configure the network traffic to bypass the Network Security instances. After you create the 

Network Security instance, modify the tables to route traffic to Network Security for inspection. 

• From the VPC Dashboard, click Route Tables → Create route table. 

• Select the new table and click the Routes tab and Edit routes. 

• Use the following information to edit the routes for each route table. 

• Create the same set of route tables for each AZ in your VPC. 

3. Create the external access route table 

Used to associate the inspection subnet with your VPC. Create an external access route table for each VPC. 

• Name tag: External access route table 

• VPC: Inspection VPC 

Edit routes 

 

 Create subnet association 

Select the external access route table, click on the Subnet Associations tab, click Edit subnet associations, and select 

all inspection subnets for every AZ in the VPC. 

4. Create the VPC access route table 

Used to associate your Internet Gateway and any Virtual Private Gateways with your VPC. Create a VPC access route 

table for each AZ in your VPC. 

• Name tag: VPC access route table 

• VPC: Inspection VPC 

 

 

Create edge association 

No subnet associations are required for this route table. Instead, create an edge association. Select the VPC access 

route table, and click on the Edge Associations tab. Click Edit edge associations, and under Associated 

gateways, select the Internet Gateway and any Virtual Private Gateways that you want to inspect from the 

drop down list. 

5. Create the protected-public route table 

Used to associate the protected-public subnet with your VPC. Create a protected-public route table for each AZ in 

your VPC. 

• Name tag: Protected-public route table 

https://docs.aws.amazon.com/vpc/latest/adminguide/Introduction.html
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• VPC: Inspection VPC 

 

 

Create subnet association 

Select the protected-public route table, click on the Subnet Associations tab, click Edit subnet associations, and 

select the protected-public subnet. 

6. Create the protected-private route table 

Used to associate the protected-private subnet with your VPC. This route table is only necessary if you created a 

protected-private subnet. Create a protected-private route table for each AZ in your VPC. 

• Name tag: Protected-private route table 

• VPC: Inspection VPC 

 

 

Create subnet association 

Select the protected-private route table, click on the Subnet Associations tab, click Edit subnet associations, and 

select the protected-private subnet. 

7. Create the management route table 

Used to associate the management subnet with your VPC. Create a management route table for each AZ in your 

VPC. 

• Name tag: Management route table 

• VPC: Inspection VPC 
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Create subnet association 

Select the management route table, click on the Subnet Associations tab, click Edit subnet associations, and select 

the management subnet. 

After you finish setting up your VPCs, subnets, gateways, and route tables, you can create and configure the Network 

Security instances. 

 

3.4 Configuring security groups and network access control lists (ACLs). 

 

Configure the network ACL associated with the interface endpoint 

A network access control list (ACL) is an optional layer of security for your VPC that acts as a firewall for controlling traffic 

in subnets. 

Note: Network ACLs are stateless. You must define rules for both outbound and inbound traffic. 

1. For the network ACL that you noted previously, edit the rules. 

2. Configure an inbound rule to allow traffic from the client: 

For Port Range, enter the same port as your endpoint service. 

For Source, enter the client’s IP address or network. 

3. Configure an outbound rule to allow return traffic from the interface endpoint. 

For Port Range, enter 1024-65535. 

For Destination, enter the client’s IP address or network. 

If you have separate network ACLs defined for each subnet, then repeat the steps for each network ACL associated with your 

interface endpoint. 

 

Note: When configuring the security group of the source client, verify that the outbound rules allow connectivity to the private 

IP addresses of the interface endpoint. The inbound direction of the client's security group is irrelevant. For the Network ACL 

of the source client, configure rules as follows: 

 

Inbound rule: 

• For Port Range, enter the ephemeral port range 1024-65535 

• For Source, enter the interface endpoint's private IP address 

Outbound rule: 

• For Port Range, enter the same port as your endpoint service 

• For Destination, enter the interface endpoint's private IP address 

 

4.CONTAINERIZATION WITH DOCKER  

https://cloudone.trendmicro.com/docs/network-security/create-ami-instance/
https://cloudone.trendmicro.com/docs/network-security/create-ami-instance/
https://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/VPC_ACLs.html#Rules
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4.1  Installing Docker and running basic commands.  
1. Installing Docker 

  For Windows / macOS: 

1. Go to: https://www.docker.com/products/docker-desktop/ 

2. Download Docker Desktop for your OS. 

3. Run the installer and follow the setup instructions. 

4. After installation, restart your machine if required. 

5. Open Docker Desktop – it will start the Docker daemon. 

 

       For Ubuntu/Linux: 

 

 

 Enable and start Docker: 

   sudo systemctl enable docker 

   sudo systemctl start docker 

 

 

 

4.2  Creating Docker images and managing containers 

 

Docker images are lightweight, standalone, executable packages that include everything needed to run a piece of software, 

including the code, runtime, libraries, environment variables, and config files. They provide a portable and consistent way to 

deploy applications across different environments in Docker containers. 

 
Containerization has revolutionized software development and deployment, providing developers with a flexible and efficient 

Open terminal and run: 

sudo apt update 

sudo apt install apt-transport-https ca-certificates curl software-properties-common 

curl -fsSL https://download.docker.com/linux/ubuntu/gpg | sudo gpg --dearmor -o 

/etc/apt/keyrings/docker.gpg 

echo "deb [arch=$(dpkg --print-architecture) signed-by=/etc/apt/keyrings/docker.gpg] 

https://download.docker.com/linux/ubuntu $(lsb_release -cs) stable" | \ 

  sudo tee /etc/apt/sources.list.d/docker.list > /dev/null 

 

sudo apt update 

sudo apt install docker-ce docker-ce-cli containerd.io 
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way to package and distribute applications. Docker, a popular containerization platform, offers powerful tools for creating, 

pulling, and managing container images. Docker images serve as the building blocks for containers, encapsulating everything 

an application needs to run consistently across different environments.  

Prerequisite: Docker Installation 

Before you can start creating and managing Docker images, you need to have Docker installed on your system.  

Follow the steps below to install Docker based on your operating system: 

Windows: 

Visit the official Docker website: https://www.docker.com/products/docker -desktop. 

Click on the "Get Docker" button to download the Docker Desktop installer. 

Run the installer and follow the on-screen instructions. 

Once the installation is complete, Docker will run on your Windows machine. 

Mac: 

Go to the official Docker website: https://www.docker.com/products/docker- desktop. 

Click on the "Get Docker" button to download the Docker Desktop installer. 

Open the downloaded DMG file and drag the Docker icon to the Applications folder. 

Launch Docker from the Applications folder. 

Docker will be installed and running on your Mac. 

Linux: 

Docker provides different installation methods for various Linux distributions. Refer to the official Docker documentation for 

detailed installation steps based on your Linux distribution: https://docs.docker.com/engine /install/. 

Note: For Linux systems, ensure you have the necessary permissions to install Docker or run the Docker commands with root 

or sudo access. 

Once Docker is installed, you can verify the installation by opening a terminal or command prompt and running the following 

command: 

docker version 

This command will display the Docker client and server versions, indicating a successful installation. 

Ensure that Docker is running in the background before proceeding with the Docker image creation, pulling, and management 

steps outlined in this article. 

Cloning a Sample React-Docker App 

Let's start by cloning a sample React-Docker app from a GitHub repository to demonstrate the process of creating a Docker 

image. This app will serve as our example throughout the article. 

Open your terminal or command prompt. 

Change to the directory where you want to clone the repository. 

Run the following command to clone the repository: 

git clone https://github.com/AnishLohiya/docker-react.git 

 

 
 

 

Once the repository is cloned, navigate to the project directory: 

cd docker-react 

Creating Docker Images 

Creating Docker images allows developers to package their applications and dependencies into a single, portable unit. The 

process begins with a Dockerfile, a text file containing instructions on how to build the image.  

Let's look at an example Dockerfile for a simple React.js application: 

 

https://www.docker.com/products/docker
https://www.docker.com/products/docker-desktop
https://www.docker.com/products/docker-
https://www.docker.com/products/docker-desktop
https://docs.docker.com/engine
https://docs.docker.com/engine/install/
https://github.com/AnishLohiya/docker-react.git
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4.3 Deploying containers on ECS (AWS), AKS (Azure), and GKE (Google Cloud). 

   Deploying Docker Containers on ECS (Amazon Elastic Container Service) 

   Prerequisites: 

• AWS CLI installed and configured (aws configure) 

• Docker installed 

• An AWS account 

    Steps: 

a. Push your Docker image to Amazon ECR 

 

 

b. Create ECS Cluster 

aws ecr create-repository --repository-name my-app 

aws ecr get-login-password --region <your-region> | docker login --username AWS --password-

stdin <your-account-id>.dkr.ecr.<region>.amazonaws.com 

docker tag my-app:latest <your-account-id>.dkr.ecr.<region>.amazonaws.com/my-app 

docker push <your-account-id>.dkr.ecr.<region>.amazonaws.com/my-app 
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c. Create Task Definition (JSON file) 

 
 

 

 

d. Run the Task 

aws ecs run-task --cluster my-cluster --launch-type EC2 --task-definition my-task 

 

 

 

4.4  Creating Lambda functions (AWS), Azure Functions, and Google Cloud Functions. 

 

   how to create and deploy serverless functions using: 

 

•  AWS Lambda 

•  Azure Functions 

aws ecs create-cluster --cluster-name my-cluster 
 

Example: task-def.json 

{ 

  "family": "my-task", 

  "containerDefinitions": [ 

    { 

      "name": "my-app", 

      "image": "<your-ecr-url>/my-app", 

      "memory": 512, 

      "cpu": 256, 

      "essential": true 

    } 

  ] 

} 

aws ecs register-task-definition --cli-input-json file://task-def.json 

aws ecs register-task-definition --cli-input-json file://task-def.json 

 

{ 

  "family": "my-task", 

  "containerDefinitions": [ 

    { 

      "name": "my-app", 

      "image": "<your-ecr-url>/my-app", 

      "memory": 512, 

      "cpu": 256, 

      "essential": true 

    } 

  ] 

} 

aws ecs register-task-definition --cli-input-json file://task-def.json 

aws ecs register-task-definition --cli-input-json file://task-def.json 
 

file://///task-def.json
file://///task-def.json
file://///task-def.json
file://///task-def.json
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• Google Cloud Functions 

  Each section walks you through prerequisites, setup, and a basic “Hello World” function. 

 
1. AWS Lambda Function 

 Prerequisites: 

• AWS CLI installed & configured (aws configure) 

• IAM role with Lambda execution permissions 

• Python or Node.js installed locally 

 a. Create a Simple Python Function: lambda_function.py 

 

 

 
 

 

b.Zip and Deploy:- 

 

 
 

 

2. Azure Function 

Prerequisites: 

• Azure CLI (az) 

• Python or Node.js installed 

• Azure Functions Core Tools (func) 

• VS Code with Azure Functions extension (optional) 

 a. Create Function Project (Python example) 

 

def lambda_handler(event, context): 

    return { 

        'statusCode': 200, 

        'body': 'Hello from AWS Lambda!' 

    } 
 

zip function.zip lambda_function.py 

 

aws lambda create-function \ 

  --function-name myLambdaFunction \ 

  --runtime python3.9 \ 

  --role arn:aws:iam::<account-id>:role/<lambda-exec-role> \ 

  --handler lambda_function.lambda_handler \ 

  --zip-file fileb://function.zip 
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b. Deploy to Azure 

 

 
 

 

  3. Google Cloud Function 

     Prerequisites: 

• Google Cloud CLI (gcloud) 

• Billing/project setup 

• Enable Cloud Functions API 

      a. Create a Python File: main.py 

 

def hello_world(request): 

    return "Hello from Google Cloud Function!" 

And requirements.txt (can be empty for this example) 

 

 

func init MyFunctionProj --python 

cd MyFunctionProj 

func new --name HttpExample --template "HTTP trigger" --authlevel "anonymous" 

Edit HttpExample/__init__.py: 

import logging 

import azure.functions as func 

 

def main(req: func.HttpRequest) -> func.HttpResponse: 

    return func.HttpResponse("Hello from Azure Function!") 

 
 

az login 

az group create --name MyResourceGroup --location eastus 

az storage account create --name mystoragefunc123 --location eastus --resource-group 

MyResourceGroup --sku Standard_LRS 

az functionapp create --resource-group MyResourceGroup --consumption-plan-location 

eastus \ 

  --runtime python --functions-version 4 --name myazurefunc123 --storage-account 

mystoragefunc123 

 

func azure functionapp publish myazurefunc123 
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5. ORCHESTRATION WITH KUBERNETES 

  5.1 Installing Docker and running basic commands.  

Resources/Requirements Used 

• Minimum 2 Virtual Machines (Master + Worker nodes) 

• Operating System: Ubuntu 20.04 or newer 

• Software: 

o Docker or containerd 

o kubeadm, kubelet, kubectl 

o SSH access to all nodes 

• Cloud or local virtualization (e.g., VirtualBox, VMware, or a cloud provider like AWS, GCP) 

• Internet access for package installation 

Procedure 

   Step 1: System Preparation 

• Set hostnames and update packages. 

• Disable swap on all nodes. 

• Enable required ports and IP forwarding. 

     Step 2: Install Dependencies 

• Install Docker or containerd. 

• Add Kubernetes repository and install kubeadm, kubelet, and kubectl. 

    Step 3: Initialize Master Node 

    sudo kubeadm init --pod-network-cidr=192.168.0.0/16 

• Configure kubectl access: 

    mkdir -p $HOME/.kube   

    sudo cp -i /etc/kubernetes/admin.conf $HOME/.kube/config   

    sudo chown $(id -u):$(id -g) $HOME/.kube/config 

     Step 4: Install a Pod Network (e.g., Calico, Flannel) 

      kubectl apply -f <network_plugin_url> 

      Step 5: Join Worker Nodes 

• Run the kubeadm join command shown after master initialization on each worker node. 

        Step 6: Verify Cluster 

       kubectl get nodes   

       kubectl get pods --all-namespaces 
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      Step 7: Deploy a Test Application 

      kubectl create deployment hello-world --image=k8s.gcr.io/echoserver:1.4   

      kubectl expose deployment hello-world --type=NodePort --port=8080 

      Step 8: Access the Application 

• Use node IP and exposed port to access the application via browser or curl. 

5.2  Deploying and managing containerized applications with Kubernetes. 

 

Resources/Requirements Used: 

• A running Kubernetes cluster (can be local with Minikube or a cloud-based setup) 

• kubectl configured and connected to the cluster 

• Docker image repository access (e.g., Docker Hub) 

• Internet access 

• Sample container image (e.g., nginx, httpd, or a custom image) 

       Procedure: 

          Step 1: Create a Deployment 

          kubectl create deployment web-app --image=nginx 

          Step 2: Expose the Deployment 

kubectl expose deployment web-app --type=NodePort --port=80 

kubectl get service web-app 

• Access the app using Node IP and assigned port. 

          Step 3: View and Manage Pods 

           kubectl get pods 

           kubectl describe pod <pod-name> 

          Step 4: Scale the Deployment 

          kubectl scale deployment web-app --replicas=3 

          kubectl get pods 

          Step 5: Perform a Rolling Update 

          kubectl set image deployment/web-app nginx=nginx:1.21 

          kubectl rollout status deployment/web-app 

         Step 6: Add a ConfigMap 

         kubectl create configmap web-config --from-literal=APP_ENV=production 

         kubectl describe configmap web-config 
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• Modify Deployment to mount the ConfigMap (via YAML or kubectl edit deployment web-app). 

        Step 7: Monitor Logs and Events 

         kubectl logs <pod-name> 

         kubectl get events 

 

   5.3  Creating IAM users and groups. 

    Resources/Requirements Used: 

• A working Kubernetes cluster 

• kubectl and openssl installed 

• Access to the Kubernetes API as an admin 

• Basic YAML editing tools (e.g., vim, nano, or VS Code, 

Procedure: 

         Step 1: Create a User Certificate 

             bash 

        CopyEdit 

       # Generate private key 

      openssl genrsa -out dev-user.key 2048 

 

     # Create a certificate signing request (CSR) 

     openssl req -new -key dev-user.key -out dev-user.csr -subj "/CN=dev-user/O=dev-group" 

 

     # Sign the certificate with Kubernetes CA 

     openssl x509 -req -in dev-user.csr -CA /etc/kubernetes/pki/ca.crt \ 

     -CAkey /etc/kubernetes/pki/ca.key -CAcreateserial -out dev-user.crt -days 365 

      Step 2: Configure kubectl for the New User 

             bash 

        CopyEdit 

        kubectl config set-credentials dev-user --client-certificate=dev-user.crt --client-key=dev-user.key 

         kubectl config set-context dev-user-context --cluster=kubernetes --namespace=default --user=dev-            user 

     Step 3: Create a Role and RoleBinding 

        yaml 

       CopyEdit 

          # role.yaml 

       apiVersion: rbac.authorization.k8s.io/v1 

        kind: Role 

       metadata: 

     namespace: default 

     name: pod-reader 

    rules: 

   - apiGroups: [""] 

    resources: ["pods"] 

    verbs: ["get", "list"] 

    yaml 

    CopyEdit 
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# rolebinding.yaml 

apiVersion: rbac.authorization.k8s.io/v1 

kind: RoleBinding 

metadata: 

  name: read-pods 

  namespace: default 

subjects: 

- kind: User 

  name: dev-user 

  apiGroup: rbac.authorization.k8s.io 

roleRef: 

  kind: Role 

  name: pod-reader 

  apiGroup: rbac.authorization.k8s.io 

bash 

CopyEdit 

kubectl apply -f role.yaml 

kubectl apply -f rolebinding.yaml 

Step 4: Test Access as the New User 

bash 

CopyEdit 

kubectl --context=dev-user-context get pods       # Should succeed 

kubectl --context=dev-user-context create deployment nginx --image=nginx  # Should fail 

 

 

6 . SERVERLESS COMPUTING 

6.1 Creating and deploying serverless functions on AWS, Azure, and Google Cloud. 

 

Procedure: 

A. Deploying an AWS Lambda Function 

Step 1: Configure AWS CLI 

bash 

CopyEdit 

aws configure 

Step 2: Create a simple function (Node.js or Python) 

python 

CopyEdit 

# lambda_function.py 

def lambda_handler(event, context): 

    return { 

        'statusCode': 200, 

        'body': 'Hello from AWS Lambda!' 

    } 

Step 3: Deploy using the AWS Console or CLI 

bash 

CopyEdit 

zip function.zip lambda_function.py 

aws lambda create-function \ 

  --function-name HelloLambda \ 

  --runtime python3.9 \ 

  --role <IAM-role-ARN> \ 

  --handler lambda_function.lambda_handler \ 

  --zip-file fileb://function.zip 
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Step 4: Set up an API Gateway trigger (via console or aws apigateway) 

 

B. Deploying an Azure Function 

Step 1: Login and setup 

bash 

CopyEdit 

az login 

az functionapp create --resource-group MyResourceGroup --consumption-plan-location westeurope \ 

  --runtime python --functions-version 4 --name myfunctionapp123 --storage-account mystorageacct123 

Step 2: Create a function locally 

bash 

CopyEdit 

func init MyFunctionProj --python 

cd MyFunctionProj 

func new --name HttpExample --template "HTTP trigger" --authlevel "anonymous" 

Step 3: Deploy to Azure 

bash 

CopyEdit 

func azure functionapp publish myfunctionapp123 

 

C. Deploying a Google Cloud Function 

Step 1: Initialize and authenticate 

bash 

CopyEdit 

gcloud auth login 

gcloud config set project <your-project-id> 

Step 2: Create function code 

python 

CopyEdit 

# main.py 

def hello_world(request): 

    return "Hello from Google Cloud Functions!" 

Step 3: Deploy the function 

bash 

CopyEdit 

gcloud functions deploy hello_world \ 

  --runtime python311 \ 

  --trigger-http \ 

  --allow-unauthenticated 

 

 

6.2  Setting up triggers for serverless functions. 

Procedure: 

 1. HTTP Trigger (All Providers) 

AWS Lambda via API Gateway 

bash 

CopyEdit 

# Create a function via console or CLI 

# Attach an API Gateway trigger (Console > Lambda > Add Trigger > API Gateway) 

Azure Functions 
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bash 

CopyEdit 

func init httpApp --python 

cd httpApp 

func new --name HttpTrigger --template "HTTP trigger" 

func start 

Google Cloud Functions 

bash 

CopyEdit 

gcloud functions deploy hello_http \ 

  --runtime python311 \ 

  --trigger-http \ 

  --allow-unauthenticated 

 

 2. Cloud Storage/File Upload Trigger 

AWS Lambda with S3 

• Create an S3 bucket 

• In the Lambda Console, add a trigger from S3 (e.g., on PUT) 

• Upload a file and observe the function run 

Azure Functions with Blob Storage 

bash 

CopyEdit 

# Create a Blob trigger function using the "Blob trigger" template 

Google Cloud with Cloud Storage 

bash 

CopyEdit 

gcloud functions deploy gcs_trigger \ 

  --runtime python311 \ 

  --trigger-resource my-bucket-name \ 

  --trigger-event google.storage.object.finalize 

 

3. Timer-Based Trigger (Scheduled) 

AWS CloudWatch Events 

json 

CopyEdit 

# Use CloudWatch rule: cron(0/5 * * * ? *)  → Every 5 minutes 

# Connect rule to Lambda function as a trigger 

Azure Function Timer Trigger 

bash 

CopyEdit 
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func new --name TimerTrigger --template "Timer trigger" 

# Default runs every 5 minutes: 0 */5 * * * * (cron expression) 

Google Cloud Scheduler + Pub/Sub 

bash 

CopyEdit 

gcloud pubsub topics create my-topic 

gcloud scheduler jobs create pubsub cron-job \ 

  --schedule="*/5 * * * *" \ 

  --topic=my-topic \ 

  --message-body="Hello Trigger" 

 

6.3  Creating and managing S3 buckets (AWS). 

 

Procedure: 

Step 1: Create an S3 Bucket via AWS CLI 

bash 

CopyEdit 

aws s3api create-bucket --bucket my-serverless-lab-bucket --region us-east-1 

          Note: For some regions, you must specify --create-bucket-configuration LocationConstraint=<region> 

 

 Step 2: Upload a File to the Bucket 

bash 

CopyEdit 

echo "Hello from serverless world!" > test.txt 

aws s3 cp test.txt s3://my-serverless-lab-bucket/ 

 

Step 3: Configure Bucket Permissions 

Bucket Policy Example (Public Read Access) 

json 

CopyEdit 

{ 

  "Version": "2012-10-17", 

  "Statement": [{ 

    "Effect": "Allow", 

    "Principal": "*", 

    "Action": "s3:GetObject", 

    "Resource": "arn:aws:s3:::my-serverless-lab-bucket/*" 

  }] 

} 

Apply it via: 

bash 

CopyEdit 

aws s3api put-bucket-policy --bucket my-serverless-lab-bucket --policy file://policy.json 

 

 Step 4: Enable Versioning and Logging 

bash 

CopyEdit 

aws s3api put-bucket-versioning --bucket my-serverless-lab-bucket \ 

  --versioning-configuration Status=Enabled 
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Step 5: Set Up a Lambda Trigger from S3 (Optional) 

In the AWS Console: 

• Go to your Lambda function 

• Add a trigger: Choose S3 → Select your bucket 

• Event type: PUT (for new file uploads) 

• Lambda function will now run on file upload 

Or, using CLI: 

bash 

CopyEdit 

aws lambda add-permission \ 

  --function-name myLambdaFunction \ 

  --principal s3.amazonaws.com \ 

  --statement-id s3invoke \ 

  --action "lambda:InvokeFunction" \ 

  --source-arn arn:aws:s3:::my-serverless-lab-bucket 

 

 

6.4  Working with Azure Blob Storage and Google Cloud Storage. 

 

 Part A: Azure Blob Storage 

Step 1: Create a Storage Account and Container 

bash 

CopyEdit 

az login 

az group create --name myResourceGroup --location eastus 

az storage account create --name mystorageacct123 --resource-group myResourceGroup --location eastus --sku 

Standard_LRS 

az storage container create --account-name mystorageacct123 --name mycontainer --public-access container 

Step 2: Upload a File 

bash 

CopyEdit 

az storage blob upload --account-name mystorageacct123 --container-name mycontainer --name sample.txt --file sample.txt 

Step 3: Set Up Azure Function Triggered by Blob Upload 

• Use Azure Portal or func CLI 

bash 

CopyEdit 

func init blobTriggerProj --python 

cd blobTriggerProj 

func new --name BlobTriggerFunc --template "Blob trigger" 

Edit function.json to define trigger path: 

json 

CopyEdit 

{ 

  "type": "blobTrigger", 

  "direction": "in", 

  "name": "myblob", 
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  "path": "mycontainer/{name}", 

  "connection": "AzureWebJobsStorage" 

} 

Deploy the function to Azure: 

bash 

CopyEdit 

func azure functionapp publish <your-function-app-name> 

 

 Part B: Google Cloud Storage 

Step 1: Create a Bucket and Upload an Object 

bash 

CopyEdit 

gcloud auth login 

gcloud config set project <your-project-id> 

gsutil mb gs://my-serverless-bucket 

echo "Hello GCS!" > hello.txt 

gsutil cp hello.txt gs://my-serverless-bucket/ 

Step 2: Deploy Cloud Function Triggered by Storage 

Create main.py: 

python 

CopyEdit 

def hello_gcs(event, context): 

    print(f"File {event['name']} uploaded to {event['bucket']}.") 

Deploy function: 

bash 

CopyEdit 

gcloud functions deploy hello_gcs \ 

  --runtime python311 \ 

  --trigger-resource my-serverless-bucket \ 

  --trigger-event google.storage.object.finalize 

Now any file upload will invoke the function. 

 

 

7 . MICROSERVICES ARCHITECTURE 

7.1 Developing a simple microservices application. 

Procedure: 

1. Design the Application: 

o Identify functionalities to break into services (e.g., User Service, Product Service, Order Service). 

2. Create Microservices: 

o Develop each service independently using RESTful APIs. 

o Implement CRUD operations in each service. 

3. Setup API Communication: 

o Use REST API calls (HTTP methods like GET, POST, PUT, DELETE) between services. 

o Ensure services return proper status codes and JSON responses. 

4. Run Locally or Use Docker: 
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o Run each service on a different port. 

o (Optional) Containerize each service using Docker. 

5. Test with Postman: 

o Test endpoints of each microservice for correct behavior. 

6. Handle Data Storage: 

o Use separate databases or schema for each microservice (decoupling data layer) 

 

7.2  Microservices Architecture – Deploying Microservices on a Cloud Platform 

Procedure: 

1. Prepare Microservices: 

o Containerize each service using Docker. 

o Test services locally using Docker Compose (optional). 

2. Set Up Cloud Environment: 

o Create a cloud account and configure CLI (e.g., AWS CLI, gcloud, Azure CLI). 

o Set up necessary services (VMs, container services, Kubernetes cluster). 

3. Deploy Containers: 

o Push Docker images to a container registry (e.g., Docker Hub, AWS ECR, GCP Artifact Registry). 

o Deploy containers using a cloud container service (e.g., AWS ECS, Azure Container Instances). 

4. Service Discovery and Load Balancing: 

o Configure internal/external load balancers. 

o Use cloud-native service discovery tools or Kubernetes services. 

5. Set Up API Gateway: 

o Deploy an API Gateway to manage routing, authentication, and throttling. 

o Connect endpoints to appropriate services. 

6. Testing and Monitoring: 

o Test services using Postman or browser. 

o Monitor services using cloud-native tools (e.g., CloudWatch, Azure Monitor). 

7. Optional - CI/CD Pipeline: 

o Set up GitHub Actions or Jenkins for automatic deployment on code changes. 

 

 

7.3  Microservices Architecture – Setting Up Monitoring Dashboards 

Procedure: 

1. Instrument Your Services: 

o Use a Prometheus client library to expose metrics from your services. 

o Expose a /metrics endpoint in each microservice. 

2. Set Up Prometheus: 

o Install Prometheus (locally or on a VM/container). 

o Configure prometheus.yml to scrape metrics endpoints from your services. 

o Run Prometheus and access the web UI (default: http://localhost:9090). 

3. Set Up Grafana: 

o Install Grafana and connect it to Prometheus as a data source. 

o Create or import dashboards to visualize key metrics (CPU, memory, response time, etc.). 

4. Generate Load/Traffic: 

o Use tools like Postman, Curl, or load generators to simulate traffic. 

5. Observe and Analyze: 

o Observe changes in metrics in real-time. 

o Set thresholds and alerts for key events (e.g., high error rate, service downtime). 
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7.4  Microservices Architecture – Creating Alerts and Managing Logs 

Procedure: 

1. Set Up Logging Infrastructure: 

o Deploy ELK Stack or Loki with Fluentd or Logstash to collect logs. 

o Configure services to output logs to stdout/stderr or log files. 

o Use Fluent Bit or Filebeat to ship logs to the log aggregation system. 

2. Log Aggregation and Visualization: 

o Configure parsers to extract useful fields (e.g., timestamps, error types). 

o Use Kibana or Grafana to view logs and filter by service, severity, or time range. 

3. Set Up Monitoring and Alerts: 

o Deploy Prometheus and configure it to scrape metrics. 

o Define alerting rules (e.g., high error rate, service unavailability). 

o Set up Alertmanager to send alerts via Email, Slack, or webhooks. 

4. Test Alerts: 

o Trigger known errors or performance issues to simulate real-world scenarios. 

o Ensure alerts are received in the configured channels. 

5. Analyze Logs for Issues: 

o Use log queries to investigate service errors, trace request flows, or analyze usage patterns. 

 

 

8. CONTINUOUS INTEGRATION AND CONTINUOUS DEPLOYMENT (CI/CD) 

 8.1  Setting up a CI/CD pipeline. 

 

Procedure: 

1. Create/Use a Sample Application: 

o Ensure your application has a working Dockerfile and possibly unit tests. 

2. Set Up Repository: 

o Push your application code to a Git repository on GitHub/GitLab. 

3. Configure CI/CD Tool: 

o For GitHub Actions: Create .github/workflows/main.yml. 

o For Jenkins: Create a Jenkinsfile. 

o Define jobs for: 

Á Installing dependencies 

Á Running tests 

Á Building Docker image 

Á Pushing image to a container registry 

Á Deploying the app 

4. Add Secrets/Environment Variables: 

o Add credentials securely (e.g., Docker Hub token, SSH key, etc.). 

5. Test Pipeline: 

o Commit a change and push to the repository. 

o Observe automated triggering of the pipeline. 

o Verify build, test, and deploy steps complete successfully. 

6. Monitor and Debug: 

o Use logs to monitor build/test failures and resolve issues. 
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8.2  Automating the build, test, and deployment process. 

Procedure: 

1. Set Up Application Repository: 

o Push your application code to a Git hosting service. 

o Include a Dockerfile and test scripts in the repo. 

2. Configure CI/CD Pipeline: 

o Create a CI/CD configuration file: 

Á GitHub Actions: .github/workflows/main.yml 

Á Jenkins: Jenkinsfile 

Á GitLab: .gitlab-ci.yml 

o Define stages: 

Á Build: Install dependencies and build the application. 

Á Test: Run automated tests. 

Á Deploy: Build Docker image and deploy to a cloud environment or server. 

3. Add Secrets (If Needed): 

o Store credentials securely for Docker Hub or deployment services. 

4. Push Code to Trigger Pipeline: 

o Push a commit or open a pull request to start the automation. 

o Monitor each stage from the CI/CD dashboard. 

5. Verify Deployment: 

o Access the application via URL or local port. 

o Confirm the deployed version is working correctly. 

 

8.3 Deploying code changes using CI/CD tools. 

 

Procedure: 

1. Prepare the Application Repository: 

o Ensure the codebase is functional and includes necessary deployment configurations (e.g., Dockerfile, .env, 

etc.). 

2. Set Up CI/CD Tool: 

o Choose a CI/CD tool and configure it to link with your repository. 

o Create a pipeline configuration file: 

Á GitHub Actions: .github/workflows/deploy.yml 

Á GitLab CI: .gitlab-ci.yml 

Á Jenkins: Jenkinsfile 

3. Define Deployment Workflow: 

o Set up jobs for: 

Á Checking out code 

Á Building the application 

Á Running tests 

Á Deploying to the target environment (e.g., via scp, kubectl, docker push, or cloud CLI) 

4. Add Secrets: 

o Use secret managers or encrypted variables to store API keys, SSH keys, or access tokens. 

5. Trigger Deployment: 

o Push a code change to a specific branch (e.g., main or release) to trigger the deployment pipeline. 

o Observe the automated deployment process. 

6. Verify Deployment: 

o Access the application in the staging or production environment. 

o Validate the success of the deployment and the functionality of the changes. 
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9. MONITORING AND LOGGING 

9.1  Setting up monitoring and logging for cloud applications. 

1. Understand Your Application Architecture 

Before setting up monitoring/logging, identify: 

• Components: Microservices, databases, message queues, etc. 

• Deployment model: IaaS, PaaS, or serverless. 

• SLAs and KPIs: What performance/availability you need to measure. 

 

2. Monitoring Setup 

 a. Choose a Monitoring Tool 

Common tools: 

• AWS: CloudWatch, X-Ray 

• Azure: Azure Monitor, Application Insights 

• GCP: Cloud Monitoring (formerly Stackdriver) 

• Third-party: Prometheus + Grafana, Datadog, New Relic, Dynatrace 

 b. Monitor Key Metrics 

Set up monitoring for: 

• Infrastructure: CPU, memory, disk, network (EC2, GKE, etc.) 

• Application: Response time, request rate, error rate 

• Database: Query latency, connection pool usage 

• User Experience: Apdex score, frontend load time 

 c. Alerting 

• Define thresholds (e.g., CPU > 80%, 500 errors > 10/min) 

• Configure alerts to channels: Email, Slack, PagerDuty, SMS 

 

 3. Logging Setup 

 a. Centralized Log Management 

• Use tools like ELK Stack (Elasticsearch, Logstash, Kibana), Fluentd, Cloud-native logs (e.g., AWS CloudWatch 

Logs) 

 b. What to Log 

• Application Logs: Errors, warnings, debug messages 

• Access Logs: Web server logs, API gateway logs 
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• Security Logs: Authentication attempts, firewall logs 

• Audit Logs: Changes to cloud resources, user activity 

c. Structured Logging 

• Use JSON format logs for easier parsing 

• Include metadata: timestamp, log level, service name, request ID 

 

 4. Log Retention and Archiving 

• Define retention policies (e.g., 30 days in hot storage, then move to cold storage) 

• Use lifecycle policies (e.g., in AWS S3 or Azure Blob Storage) 

 

 5. Testing and Validation 

• Simulate errors or load spikes 

• Ensure alerts trigger and logs capture issues properly 

 

6. Dashboards and Visualization 

• Create dashboards showing: 

o Real-time system health 

o Trends over time 

o Correlation between logs and metrics 

 

 7. Security and Compliance 

• Mask sensitive data in logs 

• Ensure logging complies with standards (GDPR, HIPAA, etc.) 

• Enable role-based access control (RBAC) for monitoring tools 

 8. Ongoing Maintenance 

• Regularly review alerts and logs 

• Tune alert thresholds 

• Rotate log files and manage storage 

 

9.2  Analyzing logs and metrics to troubleshoot issues. 

 

APIs are the backbone of modern web applications. They enable communication and data exchange between different 

systems and services. Its use has grown rapidly. In 2022, there were an estimated 20 billion APIs in use, and this number 

is expected to grow to 50 billion by 2025. This growth is being driven by the increasing popularity 
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of microservices architecture, which relies on APIs to communicate between different services. 

 

 

 Understanding API Logs and Metrics 

 

 

 

 

Image source: APIToolkit's dashboard 

API logs and metrics are two types of data that can help developers and operators understand the behavior and performance of 

an API. 

 

API Metrics for Performance Analysis 

A. Response time 

Response time is a metric that measures how long it takes for an API to process a request and return a response. It is 

also known as latency. 

https://apitoolkit.io/blog/api-trends/
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Image source: Latency distribution on APIToolkit 

 

Response time is one of the most important indicators of API performance, as it directly affects the user experience 

and satisfaction. Users and clients expect APIs to respond quickly and consistently without causing delays or 

timeouts. 

 

 

Identifying bottlenecks in API logs and metrics 
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Best Practices for API Log and Metrics Analysis 

 

1. Regular monitoring and analysis 

Image source: API query explorer on APIToolkit 

 

           Creating alerts and managing logs using monitoring and logging technique. 

Log monitoring is the practice of tracking and analyzing logs generated by software applications, systems, and 

infrastructure components. These logs are records of events, actions, and errors that occur within a system. Log 

monitoring helps ensure the health, performance, and security of applications and infrastructure. 

          

 
      Image source: API query explorer on APIToolkit 

 

 

9.3 Creating alerts and managing logs using monitoring and logging technique. 

 

 Log monitoring is the practice of tracking and analyzing logs generated by software applications, systems, and infrastructure 

components. These logs are records of events, actions, and errors that occur within a system. Log monitoring helps ensure the 

health, performance, and security of applications and infrastructure. 

 

 

Setting up Log Monitoring 

Setting up log monitoring involves a series of systematic steps to ensure you effectively capture, analyze, and act upon the log 

data generated by your systems and applications. Here's a structured approach to setting up log monitoring: 

1. Identify and Understand Your Log Sources: 

• Determine where your logs are coming from (e.g., servers, applications, network devices). 

• Understand the types and formats of logs these sources produce. 

2. Define Log Monitoring Objectives: 

• Determine what you need to achieve with log monitoring (e.g., error tracking, performance monitoring, security auditing). 

• This will guide the setup process and help you focus on the most relevant log data. 

3. Choose the Right Log Monitoring Tools: 

• Based on your objectives, select appropriate tools for log aggregation, storage, analysis, and visualization 

(e.g., SigNoz, ELK Stack, Splunk). 
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• Consider factors like compatibility with your log sources, scalability, cost, and ease of use. 

4. Set Up Log Aggregation and Centralization: 

• Implement a system to collect logs from various sources and centralize them. This could involve using log 

aggregators like Fluentd or Logstash. You can also use OpenTelemetry to generate and collect logs. 

• Ensure the solution can handle the volume and variety of logs you expect to collect. A tool like SigNoz, 

which uses ClickHouse as a data store, can handle good volumes of logs for both storage and querying. 

5. Configure Log Processing and Storage: 

• Set up parsing rules to process and normalize log data into a consistent format. Some tools provide easy 

ways to parse logs easily. For example, SigNoz provides a Logs pipeline feature to transform your logs to 

suit your querying and aggregation needs before they get stored in the database. 

• Plan for efficient storage that balances accessibility, retention policies, and cost, especially for high-volume 

log data. It will also depend on factors like whether you’re using a self-hosted service or a cloud service. 

6. Implement Log Analysis and Monitoring: 

• Configure your log monitoring tool to analyze the log data. This could involve setting up filters, queries, 

and dashboards. 

• Regularly refine these configurations as you better understand your log data and as your monitoring needs 

evolve. 

7. Set Up Alerts and Notifications: 

• Define criteria for alerts based on log data patterns, such as errors or unusual activities. 

• Set up notification mechanisms (e.g., email, SMS, integrations with incident management tools) to alert the 

relevant personnel. 

8. Test and Validate Your Setup: 

• Conduct tests to ensure that your log monitoring system is capturing, processing, and analyzing logs as 

expected. 

• Validate that alerts are triggering correctly under various scenarios. 

9. Document the Setup and Train Your Team: 

• Document the configuration of your log monitoring setup for future reference and maintenance. 

• Train relevant team members on how to use the system, interpret logs, and respond to alerts. 

10. Regular Review and Optimization: 

• Periodically review the effectiveness of your log monitoring setup. 

• Make adjustments to accommodate changes in your IT environment, such as new applications, 

infrastructure changes, or evolving security threats. 

11. Ensure Compliance and Security: 

• If applicable, ensure that your log monitoring practices comply with relevant regulations and standards. 

• Implement security measures to protect log data, especially if it contains sensitive information. 

 

SigNoz 

https://signoz.io/blog/opentelemetry-logs/
https://signoz.io/blog/logs-performance-benchmark/
https://signoz.io/docs/logs-pipelines/introduction/
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          SigNoz provides log monitoring with a lot of useful features. You can aggregate and centralize your log   monitoring with 

SigNoz. Splunk 

  

           

 

 

 

 

 

 

 

 

 

 

 

        Datadog 
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      Datadog is a great log monitoring tool that integrates seamlessly with various cloud services, providing real-time analytics and 

observability across systems, applications, and services. Known for its user-friendly interface, Datadog offers powerful search 

capabilities, comprehensive dashboards, and sophisticated alerting features. 

 

 

 

                 Graylog 

 

 
 

             Loggly 

 

https://www.datadoghq.com/product/log-management/
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Loggly is a cloud-based log management tool focusing on simplicity and efficiency. It offers essential features for 

real-time log analysis, search, and basic visualizations. Ideal for small to medium-sized businesses, Loggly provides 

a user-friendly platform for monitoring and troubleshooting with minimal setup. Its functionality is geared towards 

easy handling and quick insights from log data. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Mezmo 

 

https://www.loggly.com/
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      Mezmo, formerly known as LogDNA, is a modern log management solution designed for streamlined monitoring and analysis. It 

stands out for its high-speed log ingestion and real-time data analysis, making it ideal for dynamic, high-volume environments. 

Mezmo offers intuitive features such as live tailing, powerful search, and customizable alerts, all within an easy-to-use interface. 

 

         ELK Stack by Elastic 

 

 

 

        The ELK Stack, consisting of Elasticsearch, Logstash, and Kibana, is a widely used log monitoring solution known for its 

flexibility and powerful analytics capabilities. Elasticsearch provides efficient data indexing and search functionality, while 

Logstash allows for versatile data processing and aggregation from various sources. Kibana offers intuitive data visualization 

and dashboard creation. Together, they form a comprehensive tool for real-time data analysis, making ELK Stack ideal for in-

https://www.mezmo.com/log-analysis
https://www.elastic.co/
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depth  log analysis, monitoring, and troubleshooting in diverse IT environments. 

  Sumologic 

 
 Sumo Logic is a cloud-native log management and analytics service designed for modern enterprises. It excels in handling and 

analyzing large volumes of machine-generated data, offering real-time visibility into IT operations and security. Sumo Logic's 

advanced analytics capabilities, coupled with its machine learning features, provide deep insights and pattern recognition, aiding 

in proactive issue resolution. 

 

 

 Sematext 

 
 Sematext uses a combination of open-source technologies and proprietary solutions under the hood to provide its log 

management and monitoring services. Some of the key technologies include Elasticsearch, Apache   Kafka, and Kibana. 

 

10. SECURITY IN THE CLOUD 

10.1  Configuring IAM policies and roles. 

             Perform the following steps to create an IAM policy role in the Identity Center management AWS account:   

1. Login to the AWS console with administrator privileges.  

2. Open the IAM console. 

3. Select IAM > Access management -> Policies. 

4. Click Create Policy.  

5. Select JSON and add the following policy 

 

https://www.sumologic.com/
https://sematext.com/
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{ 

"Version": "2012-10-17", 

"Statement": [ 

{ 

"Sid": "VisualEditor0", 

"Effect": "Allow", 

"Action": [ 

"iam:GetPolicyVersion", 

"identitystore:IsMemberInGroups", 

"identitystore:ListGroupMemberships", 

"identitystore:DescribeUser", 

"sso:DescribePermissionsPolicies", 

"sso:ListTagsForResource", 

"organizations:ListRoots", 

"sso:ListCustomerManagedPolicyReferencesInPermissionSet", 

"identitystore:GetGroupMembershipId", 

"organizations:DescribeAccount", 

"sso:GetPermissionSet", 

"organizations:ListChildren", 

"identitystore:GetGroupId", 

"organizations:DescribeOrganization", 

"identitystore:DescribeGroupMembership", 

"organizations:DescribeOrganizationalUnit", 

"sso:ListInstances", 

"identitystore:ListGroups", 

"sso:DescribePermissionSet", 

"sso:DescribeAccountAssignmentDeletionStatus", 

"sso:ListAccountAssignmentDeletionStatus", 

"iam:ListPolicies", 

"sso:ListPermissionSets", 

"sso:ListPermissionSetsProvisionedToAccount", 

"sso:DescribeAccountAssignmentCreationStatus", 

"organizations:ListTagsForResource", 

"iam:GetPolicy", 

"sso:DescribeInstance", 

"sso:GetPermissionsPolicy", 

"identitystore:ListUsers", 

"sso:ListAccountAssignmentCreationStatus", 

"identitystore:ListGroupMembershipsForMember", 

"organizations:ListAccountsForParent", 

"sso:ListAccountAssignments", 

"organizations:ListAccounts", 

"sso:ListAccountsForProvisionedPermissionSet", 

"sso:GetInlinePolicyForPermissionSet", 

"iam:ListPolicyVersions", 

"sso:ListManagedPoliciesInPermissionSet", 

"identitystore:DeleteGroupMembership", 

"identitystore:CreateGroupMembership", 

"identitystore:DescribeGroup", 

"organizations:ListParents", 

"organizations:ListOrganizationalUnitsForParent", 

"identitystore:GetUserId" 

], 

"Resource": "*" 

} 



Page | 65  

1. Click Next. 

2. Enter the Policy name and description and Click Save. 

 

 

10.2 Implementing security best practices for cloud applications. 

  

           1. Secure Identity and Access Management (IAM) 

• Principle of Least Privilege: Grant users and services the minimum permissions necessary. 

• Use Role-Based Access Control (RBAC): Assign roles to users/groups instead of giving direct permissions. 

• Multi-Factor Authentication (MFA): Enforce MFA for accessing cloud consoles and critical services. 

• Audit IAM roles and permissions regularly. 

 

             2. Encrypt Data In-Transit and At-Rest 

• Encryption in Transit: Use TLS/SSL to protect data sent over networks. 

• Encryption at Rest: Enable encryption for databases, storage buckets, and disks using managed keys or customer-

managed keys. 

• Key Management: Use cloud-native key management services (e.g., AWS KMS, Azure Key Vault, GCP Cloud 

KMS). 

 

              3. Logging, Monitoring, and Alerts 

• Enable centralized logging to capture activity across services (e.g., AWS CloudTrail, Azure Monitor, GCP Audit 

Logs). 

• Set up alerts for suspicious activity, such as unauthorized login attempts or privilege escalation. 

• Monitor for misconfigurations and security drift using tools like AWS Config, Azure Defender, or third-party 

scanners. 

 

               4. Network Security 

• Use Virtual Private Clouds (VPCs) to isolate application components. 

• Configure firewalls and security groups to allow only required traffic. 

• Avoid public IPs for internal services unless absolutely necessary. 

• Enable DDoS protection using services like AWS Shield or Azure DDoS Protection. 

 

                5. Secure Application Development 

• Follow Secure Coding Practices to avoid vulnerabilities like XSS, SQL injection, and CSRF. 

• Scan code regularly with Static Application Security Testing (SAST) tools. 

• Use dependency scanning tools to detect vulnerabilities in third-party libraries. 

• Apply patches and updates regularly to application and platform components. 

 

               6. Backup and Disaster Recovery 

• Automate regular backups of databases and storage. 

• Test recovery procedures to ensure business continuity in case of failure or attack. 

 

               7. Compliance and Governance 

• Follow industry compliance standards like ISO 27001, HIPAA, PCI-DSS, GDPR, based on your domain. 

• Implement policies and procedures for data access, usage, and retention. 

 

               8. Container and Serverless Security (If Applicable) 

• Use minimal base images and avoid unnecessary packages in containers. 

• Scan container images for vulnerabilities. 

• For serverless apps, ensure permissions are tightly scoped and event triggers are verified. 
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10.3  Implementing encryption for data at rest and in transit 

 

                1. Encryption for Data at Rest 

                 Definition: 

          Data at rest refers to data stored on physical media such as databases, storage buckets, or disks. 

                Best Practices: 

• Enable Storage-Level Encryption: 

o Use cloud-native encryption for services like: 

Á AWS S3, EBS, RDS 

Á Azure Blob Storage, Azure Disk Encryption 

Á Google Cloud Storage, Cloud SQL 

• Use Key Management Services (KMS): 

o Leverage managed tools like: 

Á AWS KMS 

Á Azure Key Vault 

Á Google Cloud KMS 

o Choose between cloud-managed keys and customer-managed keys (CMKs) for more control. 

• Encrypt Backups and Snapshots: 

o Ensure all backups and snapshots are encrypted using the same encryption strategy. 

• Database Encryption: 

o Enable encryption at rest for databases (e.g., MySQL TDE, PostgreSQL, MongoDB encryption options). 

 

                  2. Encryption for Data in Transit 

                    Definition: 

                Data in transit refers to data actively moving through the network, such as between applications, services, or users. 

              Best Practices: 

• Use TLS (Transport Layer Security): 

o Enforce HTTPS for all web traffic. 

o Use certificates issued by trusted Certificate Authorities (CAs). 

• Encrypt Internal Service Communication: 

o Use TLS for API-to-API or microservice communication within your VPC or cluster. 

• Use VPNs or Private Links: 

o For sensitive internal communication, use VPN tunnels or services like AWS PrivateLink or Azure Private 

Link. 

• Enforce Strict Security Policies: 

o Use security headers like Strict-Transport-Security (HSTS) to enforce encrypted connections. 

o Configure firewalls and network access control lists (ACLs) to prevent unencrypted traffic. 

 

 

 

11. CLOUD STORAGE SOLUTIONS 

11.1  Implement cloud storage services. 

 

Cloud storage services allow applications to store and retrieve data over the internet, offering scalability, durability, and high 

availability. These services are essential components of cloud-based architectures. 

 

1. Types of Cloud Storage Services 

Type Use Case Example 

Object Storage Storing images, videos, backups (e.g., S3) 

Block Storage Attaching to virtual machines (e.g., EBS) 

File Storage Shared access with file systems (e.g., EFS) 
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 2. Steps to Implement Cloud Storage 

Step 1: Choose the Right Storage Type 

• Object Storage: AWS S3, Azure Blob Storage, Google Cloud Storage 

• Block Storage: AWS EBS, Azure Managed Disks, GCP Persistent Disks 

• File Storage: AWS EFS, Azure Files, Google Filestore 

Step 2: Create and Configure Storage 

• Create buckets (object storage) or volumes (block/file) 

• Define storage classes (e.g., Standard, Infrequent Access, Archive) 

• Set lifecycle rules for data archiving or deletion 

Step 3: Access and Use Storage 

• Use cloud SDKs, APIs, or CLI to: 

o Upload/download files 

o Manage folders and permissions 

o Perform data backups or recovery 

Step 4: Set Permissions and Policies 

• Use IAM roles or access keys to secure storage access 

• Define bucket policies, ACLs, and encryption settings 

Step 5: Monitor and Optimize 

• Enable monitoring/logging (e.g., AWS CloudWatch) 

• Optimize costs by choosing appropriate storage classes 

 

 Example – AWS S3 

1. Create a bucket via the AWS Console or CLI. 

2. Upload objects with versioning and encryption. 

3. Access files using pre-signed URLs or through an application. 

4. Set lifecycle rules to move old files to Glacier storage. 

 

 

11.2 Hands-on with Amazon S3, Azure Blob Storage, Google Cloud Storage 

 Getting Started with Amazon S3 

       Here is a quick guide showing how to start saving your data to S3. 

       Step 1: Create S3 Bucket 

     To get started with Amazon S3, the first step is to create an S3 bucket. A bucket is a container for storing   objects in S3. 

Follow these steps to create an S3 bucket: 
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2. Log in to the AWS Management Console and navigate to the S3 service. 

 
 

7. Click the Create bucket button. 

8. Enter a unique bucket name. Bucket names must be globally unique across all AWS accounts. 

9. Choose the region where you want to create the bucket. The region selection is important because it affects the data 

transfer costs and latency. 

10. Configure additional settings such as versioning, logging, and tags if needed. 

11. Click on the Create bucket button to create your S3 bucket. 

Once the bucket is created, you can start uploading objects to it. 

Step 2: Upload an Object to the Bucket 

Uploading objects to an S3 bucket is straightforward. You can upload files, images, videos, or any other type of data. Here’s 

how you can upload an object to your S3 bucket: 

4. Open the S3 console and navigate to your bucket. 

5. Click on the Upload button. 

6. Choose the files you want to upload from your local machine. 
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6. Optionally, you can set permissions, metadata, and encryption options for the uploaded objects. 

7. Click on the Upload button to start the upload process. 

 

       You can append blobs using the command line: 

       If you haven’t installed the Azure SDK, you can do so using pip. 

     2. Set up the Azure Blob Storage connection. 

       You’ll need your storage account name, account key, and the container name of where your blob is located or  where you 

want to create it. 

 
3. Get or create an append blob. 
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If an append blob doesn’t exist, you can create one. If it already exists, you can append data to it. 

 
3. Get or create an append blob. 

If an append blob doesn’t exist, you can create one. If it already exists, you can append data to it. 

 
4. Append data to the blob. 

You can now append, adding new data at the end of the blob. 

 
5. Confirm the append operation. 

You can take this additional optional step to verify that your data has been correctly appended to the blob. 

 
Alternatively, to perform the append operation using the command line, you can install Azure Portal or Azure Storage 

Explorer, which gives you the ability to perform the operations using a graphic interface. 

“Blob Storage allows access to data anywhere with an internet connection.” 

 

 

Create a Google Cloud Storage (GCS) 

Prerequisites 

• If you don't have a lakehouse, create one by following these steps: Creating a lakehouse with OneLake. 

https://learn.microsoft.com/en-us/fabric/onelake/create-lakehouse-onelake
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• Ensure your chosen GCS bucket and user meet the access and authorization requirements for GCS shortcuts. 

Create a shortcut 

1. Open a lakehouse. 

2. Right-click on a directory within the Lake view of the lakehouse. 

3. Select New shortcut. 

 

Select a source 

1. Under External sources, select Google Cloud Storage. 

https://learn.microsoft.com/en-us/fabric/onelake/onelake-shortcuts#google-cloud-storage-shortcuts
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2.Enter the Connection settings according to the following table: 

 

 

3.Select Next. 
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      4.Browse to the target location for the shortcut 

 

1. If you used the global endpoint in the connection URL, all of your available buckets appear in the left 

navigation view. If you used a bucket specific endpoint in the connection URL, only the specified bucket and 

its contents appear in the navigation view. 

Navigate the storage account by selecting a folder or clicking on the expansion arrow next to a folder. 

In this view, you can select one or more shortcut target locations. Choose target locations by clicking the 

checkbox next a folder in the left navigation view. 

5.Select Next 



Page | 74  

 

6.Select Create. 

The lakehouse automatically refreshes. The shortcut appears in the left Explorer pane. 

 

11.3 .Implementing data lifecycle management and access policies. 
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                  1. Data Lifecycle Management (DLM) 

                      Definition: 

         Data Lifecycle Management involves automating the movement of data between different storage tiers based on age, 

access patterns, or business rules. 

         Key Steps to Implement DLM: 

1. Classify Data: 

o Identify data types (e.g., logs, media, backups, customer data). 

o Understand usage frequency: hot (frequent), warm (infrequent), cold (archival). 

2. Define Lifecycle Policies: 

o Example rules: 

Á Move logs to archive storage after 30 days. 

Á Delete backup files after 90 days. 

Á Transition unused data to low-cost storage tiers. 

3. Configure in Cloud Platform: 

o AWS S3: Lifecycle rules to transition objects to Glacier or delete them. 

o Azure Blob Storage: Lifecycle management rules using rule-based automation. 

o Google Cloud Storage: Set lifecycle conditions based on object age, creation date, or storage class. 

4. Monitor and Optimize: 

o Regularly review lifecycle rules to ensure cost-effectiveness and compliance. 

 

               2. Access Policies 

              Definition: 

    Access policies control who can access data, what they can do, and under what conditions. 

          Key Concepts and Practices: 

1. Use IAM (Identity and Access Management): 

o Create roles and assign permissions based on job functions. 

o Implement Least Privilege Principle – only grant necessary access. 

2. Bucket/Object-Level Policies: 

o Apply bucket policies or access control lists (ACLs) for fine-grained control. 

o Define read/write/list/delete permissions. 

3. Enforce Authentication & Authorization: 

o Use service accounts or temporary credentials (e.g., IAM roles with STS). 

o Integrate with enterprise identity providers (SSO, LDAP). 

4. Logging and Monitoring Access: 

o Enable audit logging (e.g., AWS CloudTrail, GCP Audit Logs) to track access. 

o Set up alerts for suspicious access or policy violations. 

 

              Benefits of Implementing DLM and Access Policies 

• Cost Reduction by automating data tiering and cleanup 

• Compliance with data retention regulations (e.g., GDPR, HIPAA) 

• Improved Security by controlling and auditing data access 

• Operational Efficiency through automated storage management 

 

12. COST MANAGEMENT AND OPTIMIZATION  

12.1  Understanding cloud pricing models. 

Cloud pricing models define how users are charged for consuming cloud resources like compute, storage, networking, and 

other services. Understanding these models is crucial for managing costs and choosing the right plan for your application 

needs. 

 

           1. Key Cloud Pricing Models 

               1.1 Pay-As-You-Go (On-Demand) 
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• Description: Pay only for what you use. 

• Use Case: Suitable for short-term, unpredictable workloads. 

• Example: Running a VM for 5 hours charges only for those 5 hours. 

               1.2 Reserved Instances (RIs) / Commit Plans 

• Description: Commit to using specific resources over 1 or 3 years for a discount. 

• Use Case: Ideal for predictable, long-term workloads. 

• Example: Reserve a virtual machine in AWS or Azure for 3 years to get up to 75% off. 

               1.3 Spot Instances / Preemptible VMs 

• Description: Use unused compute capacity at deep discounts, but they can be interrupted anytime. 

• Use Case: Best for fault-tolerant, non-critical batch processing tasks. 

• Example: Running rendering jobs or big data analysis using Spot VMs. 

              1.4 Free Tier 

• Description: Limited usage of cloud services at no cost. 

• Use Case: Ideal for learning, testing, or developing small apps. 

• Example: AWS Free Tier includes 750 hours/month of EC2 for 12 months. 

 

           2. Factors Affecting Cloud Pricing 

• Compute Time: Billed per second/minute/hour. 

• Storage: Charged based on amount used and type (SSD, HDD, archive). 

• Data Transfer: Ingress is often free; egress (outbound) can incur charges. 

• Licensing Fees: For software like Windows Server or SQL Server. 

• Support Plans: Premium support adds extra cost. 

 

           3. Cost Management Tools 

• AWS Cost Explorer / AWS Budgets 

• Azure Cost Management 

• GCP Billing Reports 

• Use these tools to forecast, monitor, and control costs. 

 

              Tips for Cost Optimization 

• Use auto-scaling to match demand. 

• Turn off unused resources. 

• Use the right storage tier (e.g., Standard vs. Archive). 

• Take advantage of free tiers and cost calculators. 

 

 

12.2  Hands-on with cost management tools: AWS Cost Explorer, Azure Cost Management, Google Cloud Billing. 

 

 

            Hands-on with Cost Management Tools 

                 1. AWS – Cost Explorer 

                 How to Access: 

• Go to AWS Console → Billing Dashboard → Cost Explorer 

• Enable it if not already done 

              Features: 

• Visualize costs by service, region, usage type 

• Forecast future costs based on trends 

• Create custom reports (e.g., monthly EC2 spend) 

• Use filters for accounts, linked services, tags 

             Hands-On Steps: 

1. Navigate to Cost Explorer. 

2. Click "Create Report" → Choose usage, cost, or RI coverage. 
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3. Set date range (e.g., last 6 months). 

4. Apply filters → e.g., Service: EC2, Linked Account: Dev 

5. Export report as CSV for analysis. 

            Pro Tip: 

• Tag your AWS resources (e.g., Project = WebApp) and group costs by tag in reports. 

 

                2. Azure – Cost Management + Billing 

                 How to Access: 

• Portal: Azure Portal → Cost Management + Billing 

• Choose subscription → Go to Cost analysis 

              Features: 

• View cost breakdowns by service, resource group 

• Set budgets and alerts 

• Export cost data to Excel or storage 

• Cost Advisor recommends optimizations 

             Hands-On Steps: 

1. Open Azure Cost Management. 

2. Click "Cost analysis" to view current month’s spend. 

3. Group by Service name or Resource group. 

4. Click "Budgets" → + Add to define a spending limit. 

5. Configure alert rules when cost approaches the budget. 

              Pro Tip: 

• Use Management Groups to consolidate and monitor cost across multiple subscriptions. 

 

               3. Google Cloud – Cloud Billing 

                     How to Access: 

• Console: Google Cloud Console → Billing 

• Choose the billing account → Go to Reports 

     Features: 

• Analyze costs by project, service, or labels 

• Create budgets and alerts 

• Integrate with BigQuery for advanced analysis 

      Hands-On Steps: 

1. Go to Billing → Reports. 

2. Select a project or label to filter spending. 

3. Use the "Budgets & alerts" tab to create alerts. 

4. Choose thresholds (e.g., 50%, 90%, 100% of budget). 

5. Use Billing Export to push data to BigQuery or Cloud Storage. 

        Pro Tip: 

• Apply labels to resources (e.g., env: production) and filter cost reports by label. 

 

 

12.3    Strategies for optimizing cloud application costs. 

 

           Cost optimization in the cloud is crucial to ensure you get maximum value without overspending.  

           Below are   practical strategies that can be applied across AWS, Azure, and Google Cloud. 

 

              1. Right-Sizing Resources 

• Description: Analyze workloads and adjust instance sizes (CPU, memory, storage) to match actual needs. 

• Tools: 
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o AWS: Trusted Advisor, Compute Optimizer 

o Azure: Advisor Recommendations 

o GCP: Recommender API 

• Example: Downgrade an underutilized EC2 m5.large to t3.medium. 

 

              2. Auto-Scaling and Scheduling 

• Auto-Scaling: Automatically scale compute resources based on demand. 

o Prevents over-provisioning and unnecessary idle costs. 

• Scheduling: Turn off non-production resources during off-hours. 

o Use scripts or automation (e.g., AWS Lambda, Azure Automation). 

 

             3. Use Reserved or Spot Instances 

• Reserved Instances / Commit Plans: Up to 70–80% savings for long-term predictable usage. 

• Spot / Preemptible Instances: Deep discounts for non-critical, interruptible tasks. 

• Best For: Batch jobs, CI/CD runners, stateless web servers. 

 

            4. Use Storage Tiering and Lifecycle Policies 

• Choose the appropriate storage class: 

o AWS: S3 Standard, S3 Infrequent Access, Glacier 

o Azure: Hot, Cool, Archive 

o GCP: Standard, Nearline, Coldline, Archive 

• Set lifecycle rules to transition or delete unused data automatically. 

 

            5. Monitor and Analyze Usage 

• Use Cost Explorer (AWS), Cost Management (Azure), or Billing Reports (GCP). 

• Tag/label resources by department, team, or project. 

• Regularly audit for: 

o Orphaned resources (e.g., unattached EBS volumes) 

o Idle services (e.g., idle VMs or databases) 

 

             6. Set Budgets and Alerts 

• Define spending thresholds and notify stakeholders early. 

o Tools: AWS Budgets, Azure Cost Alerts, GCP Budgets 

• Prevent cost surprises and enforce accountability. 

 

           7. Use Serverless and Containers Wisely 

• Serverless (e.g., AWS Lambda, Azure Functions): Pay only for execution time. 

• Containers (e.g., ECS, AKS, GKE): Efficiently run multiple apps with shared infrastructure. 

 

           8. Optimize Networking and Data Transfer Costs 

• Minimize cross-region data transfer. 

• Use CDN (e.g., CloudFront, Azure CDN) to cache content closer to users. 

• Avoid unnecessary inter-zone or inter-region traffic. 
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