
COURSE CONTENT 
 

                                    CYBER SECURITY IN POWER SYSTEMS 

VI Semester: EEE 

Course Code Category Hours / Week Credits Maximum Marks 

AEED35 Elective 
L T P C CIA SEE     Total 

3 0 0 3 40 60 100 

Contact Classes: 48 Tutorial Classes: Nil Practical Classes: Nil Total Classes: 48 

Prerequisite: Basic knowledge of power systems engineering, Basic understanding of cybersecurity principles 

 I. COURSE OVERVIEW: 

         This course provides an in-depth exploration of the intersection between cyber security and power systems. 

Students will learn about the unique challenges, threats, and vulnerabilities facing power systems infrastructure, 

as well as the strategies and technologies employed to mitigate cyber risks and ensure the reliability and security 

of critical energy infrastructure. 
 

II.  COURSES OBJECTIVES: 

The students will try to learn: 

I. The fundamental concepts of cyber threats and vulnerabilities in power systems. Analyse the impact of    

cyber-attacks on power system operations and infrastructure. 

II. Implement cybersecurity measures to protect power systems against various threats. Evaluate risk  

management strategies for mitigating cyber risks in power systems. 

III. Apply best practices for securing communication networks and control systems in power systems. Design and 

implement intrusion detection and prevention systems tailored for power systems. 
 

 

    III. COURSE OUTCOMES: 

After successful completion of the course, students should be able to: 

 

CO1 Understand the fundamental concepts of cyber threats and vulnerabilities in power systems. 

CO2 Analyze the impact of cyber-attacks on power system operations and infrastructure. 

CO3 Implement cyber security measures to protect power systems against various threats. 

CO4 Evaluate risk management strategies for mitigating cyber risks in power systems. 

CO5 Apply best practices for securing communication networks and control systems in power 

systems. 

CO6 Design and implement intrusion detection and prevention systems tailored for power systems. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

IV. COURSE CONTENT:  

MODULE–I: INTRODUCTION TO CYBER SECURITY IN POWER SYSTEMS AND CYBER THREATS 

TO POWER SYSTEMS (10) 

Overview of power systems infrastructure, Introduction to cyber security concepts, Unique challenges and 

vulnerabilities in power systems, Types of cyber threats targeting power systems, Case studies of cyber-attacks on 

power infrastructure, Impact analysis of cyber-attacks on power systems. 
 

MODULE–II: CYBER SECURITY MEASURES IN POWER SYSTEMS AND SECURE 

COMMUNICATION NETWORKS IN POWER SYSTEMS (10) 

Risk assessment and management in power systems, Security policies and procedures, Access control mechanisms 

in power systems, Secure communication protocols for power systems, Encryption and authentication techniques, 

Network segmentation and isolation strategies. 
 

MODULE– III: SECURING CONTROL SYSTEMS (08) 

Introduction to SCADA and DCS, Security challenges in control systems. 

 

Intrusion detection and prevention systems for control networks. 
 

MODULE–IV: REGULATORY COMPLIANCE AND STANDARDS (10) 

Regulatory frameworks for cyber security in power systems, Industry standards and guidelines, Compliance 

requirements and certification processes. 
 

MODULE–V: EMERGING TECHNOLOGIES AND FUTURE TRENDS (10) 
 

Emerging cyber security technologies for power systems, Future trends and challenges in securing power 

infrastructure, Ethical considerations and responsible conduct in power system cyber security. 

 
V.  TEXT BOOKS:  

    1."Cyber Security in Power Systems" by Smith, J. (Publisher: XYZ). 

 

VI. REFERENCE BOOKS  

1. Research papers and journal articles, Online resources and case studies, Guest lectures from industry 

experts. 

 

VII. REFERENCE BOOKS: 
     1. https://link.springer.com/book/10.1007/978-3-031-20360-2. 

     2. https://www.amazon.in/Power-Systems-Cybersecurity-Concepts-Practices-ebook/dp/B0BS5WD96Q. 

 

VIII. MATERIALS ONLINE  

1. Course template   

2. Tech-talk topics   

3. Assignments   

4. Definition and terminology   

5. Tutorial question bank  

6. Model question paper – I   

7. Model question paper – II  

8. Lecture notes   

9. Early lecture readiness videos (ELRV)   

10. Power point presentations 

 


