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The aim of this course is to enhance understanding of cyber threats, tools, forensic analysis, and
security measures. Participants will gain insights into the vulnerabilities of mobile devices, tools used
in cybercrime, computer forensic techniques, and the implications of cyber threats on organizations.
The course also covers the forensic analysis of handheld devices and cybersecurity measures to
safeguard organizational assets and intellectual property.

The students will try to learn:

I.  The cybercrime tools and methods used in cybercrime and cyber security.
Il. The computer forensic system and cyber security.

I1l. Be aware of intellectual property rights for cyber security.

IV. The technologic challenges from hand held devices.

At the end of the course students should be able to:
CO1 Explains the vulnerabilities of mobile and wireless devices, authentication service security,
and security implications for organizations.
CO2 Examine proxy servers, phishing, password cracking, malware, and various cyber-attack

methods.
CO3 Discuss the historical background of cyber forensic, forensic analysis of email, and the

digital forensic life cycle.

CO4 Explore network forensic and the setup of a computer forensic laboratory.

CO5 [lluminate the working characteristics of cell phones, digital forensic for handheld
devices, and toolkits for forensic analysis.

CO6 Demonstrate the organizational implications, costs of cybercrimes, intellectual property
rights issues, and web threats.
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MODULE-I-CYBER CRIME (08)

Mobile and wireless devices, trend mobility, authentication service security, attacks on mobile phones,
mobile phone security implications for organizations, organizational measurement for handling
mobile- security policies and measures in mobile computing era.

MODULE -11-TOOLS AND METHODS USED IN CYBER CRIME (10)

Proxy servers and Anonymizers, phishing, password cracking, key loggers and spy wares, virus and
worms, Trojan horse and backdoors, steganography, structured query language injection, buffer
overflow, attacks on wireless network.

MODULE -111-UNDERSTANDING COMPUTER FORENSIC (09)

Historical background of cyber forensic, forensic analysis of email, digital forensic life cycle, network
forensic setting up a computer forensic laboratory, relevance of the OSI 7-layer model to computer
forensic, computer forensic from compliance perspectives.

MODULE -1V-FORENSIC OF HAND (09)

Held devices, understanding cell phone working characteristics, hand-held devices and digital
forensic, toolkits for hand-held device, forensic of | pod and digital music devices, technologic
challenges with evidence from hand held devices.

MODULE -V-CYBER SECURITY (09)

Organizational implications cost of cybercrimes and intellectual property rights issues, web threats for
organizations: The evils and perils, social media marketing, security and privacy implications,
protecting people privacy in the organizations, forensic best practices for organizations.
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