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I.COURSE OVERVIEW:
The course “IoT Architectures and Applications” introduces students to the Internet of Things (IoT) ecosystem,

covering its architecture, communication protocols, practical constraints, and applications across multiple domains.
Students will gain hands-on experience with 10T devices, understand cloud integration, and explore the design,
deployment, and security aspects of 10T systems. The course also emphasizes real-world case studies such as smart
cities, smart healthcare, and precision agriculture, preparing students to develop and secure 10T solutions in industry
and research environments.

II. COURSES OBJECTIVES:
The students will try to learn
I.  The architectural overview of 10T and its enabling technologies.

Il. The real-world design constraints and challenges in 10T systems.
I1l. Select and implement suitable communication and messaging protocols for 10T applications.
IV. 10T applications across diverse domains and understand their impact.

I1l. COURSE OUTCOMES:
At the end of the course students should be able to:

CO1  Understand the architectural components, physical and logical design, and enabling technologies of 10T.
CO2  Enumerate and address the real-world design constraints, including connectivity, data representation, and

visualization.

Co3 Select and implement appropriate 0T communication and messaging protocols (e.g., MQTT, CoAP, BLE,
Wi-Fi).

CO4  Explore and evaluate loT applications in domains such as smart cities, healthcare, transportation, and
agriculture.

CO5  Analyze and implement security requirements and safeguards in 10T architectures and applications. CO6
Identify Enumerate the need and the challenges in Real World Design Constraints.

IV. COURSE CONTENT:

MODULE- I: 10T (9)

Definition and Technologies that led to evolution of 10T, Characteristics of 10T, Physical Design of 10T, Logical
Design of 10T, 10T Enabling Technologies, 10T Levels & Deployment. M2M and loT Technology Fundamentals-
Devices and gateways, Introduction to




cloud 10T platforms like MS Azure, AWS IOT, Google Cloud 10T, Thingworx, Business processes in l0T.

MODULE-I1: 10T REFERENCE ARCHITECTURE (9)
Introduction, Functional View, Information View, Deployment and Operational View, Other Relevant

architectural views. 10T edge system architecture. Real-World Design Constraints: Technical Design constraints,
Connectivity constraints, Data representation and visualization, Big Data Management.

MODULE -I111: IOT COMMUNICATIONS (9)

Data link and physical layer Protocols: PHY/MAC Layer (IEEE 802.11, IEEE 802.15), Bluetooth Low Energy,
Thread, introduction to Wi-SUN. Network Layer Protocols: IPv6, 6LoWPAN; Transport layer protocols: TCP,
UDP;

Messaging protocols: Quality of services in MQTT, standards and security in MQTT, CoAP, AMQP.

MODULE -IV: CASE STUDIES (9)
Smart Cities, Smart Homes, Smart Transportation, Smart Healthcare, Precision Agriculture, Connected Vehicles.

IOT in Indian Scenario: i) 10T and Aadhaar ii) IOT for health services. iii) IOT for financial inclusion. iv) 10T
for rural empowerment v) India Urban Data Exchange (IUDX). Industry 4.0: Industrial Internet of Things (110T),
Reference Architecture, Characteristics of Industry 4.0.

MODULE -V: SECURING THE INTERNET OF THINGS (9)
Security Requirements in 10T Architecture - Security in Enabling Technologies, Security Concerns in loT

Applications. Security Architecture in the Internet of Things - Security Requirements in 10T, Insufficient
Authentication/Authorization, Insecure Access Control, Threats to Access Control, Privacy, and Availability,
Attacks Specific to 1oT. Security and Vulnerabilities — Secrecy & Secret Key Capacity,
Authentication/Authorization for Smart Devices, Transport Encryption, Secure Cloud/Web Interface, Secure
Software/Firmware, Physical Layer Security.
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