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UNIT — |
a) Describe different kinds of web attacks .What is the procedure of each attack. [7M]
b) Explain the n-tier web application architecture with an example. [7M]
a) What the concept of a web server. and their applications. [7TM]
b) Define a database server . Discuss the advantages of database server [7M]
UNIT - 11
3) Define Public Key cryptography. Describe with a suitable example. [7TM]
b) Explain with example THE RSA cryptography. [7M]
a
) Explain the concept of computer intrusion with an example [7M]
b) Explain various digital laws and legislations regarding cyber crimes and how they are [7M]
applicable with examples .
UNIT - 111
a) Explain with an example about applet security and discuss their features. [7TM]
b) Explain about how servlet security can be implemented. [7TM]
a) Describe how email investigation takes place in different areas .and explain the [7M]
procedure in steps
b) xplain any one Encryption and Decryption methods with suitable examples. [7TM]
UNIT - IV
a) Define forensic ballistics. Give their applications in various areas of cyber crime. [7TM]
b) Explain forensic analysis and advanced tools their advantages and disadvantages. [7TM]
2) Explain how iris recognition is helpful in cyber security. [7M]
b)  Explain the concept of hashing using an example. [7TM]
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UNIT -V

Explain with example secure JDBC
Explain Indian Evidence Act
Explain in detail about legal policies related to cyber crime.

Explain the electronic communication privacy act.

[7M]
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I. COURSE OBJECTIVES (COs):
The course should enable the students to:

S.No Description
| Explain the core information assurance principles.
I Identify the key components of cyber security network architecture.
1l Apply cyber security architecture principles
v Describe risk management processes and practices.

Il.  COURSE LEARNING OUTCOMES(CLOs):

Students who complete the course will have demonstrated the ability to do the following.

BCS006.01

Identify different types of web attacks.

BCS006.01

Understand various categories of cyber crime.

BCS006.01

Design different security algorithms.

BCS006.01

Identify various cyber crime issues.

BCS006.01

Understand the concept of security in applets and servlets .

BCS006.01

Develop cyber crime investigation tools.

BCS006.01

Understand about digital forensics.

BCS006.01

Evaluate the type of forensics.

BCS006.01

Identify the laws and acts related to cyber crime.
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