NETWORK AND WEB SECURITY

VI SEMESTER: CSE & CSIT

Course Code Category Hours / Week Credits Maximum Marks

L T P C CIA SEE Total

ACICO3 CORE 3 1 0 4 30 70 100
Contact Classes: 45 Tutorial Classes: Nil Practical Classes: Nil Total Classes: 45

Prerequisites: Computer Networks

I. COURSE OVERVIEW:

The course introduces application security in recommending proper mitigations for web security issues, and
infrastructure security. The security problems, protocols who have an interest in enhancing the defense of web
applications.

I1. COURSE OBJECTIVES:
The students will try to learn:
I.  The basics of Cryptography and Network Security.
Il. The process of securing a message over insecure channel by various means
I11. The mechanisms for maintaining confidentiality, integrity and availability of a data
IV. The various protocols for network security to protect against the threats in the networks.

I1l. COURSE OUTCOMES:
After successful completion of the course, students should be able to:

CO 1 Interpret various protocols(TCP,DNS,SMTP) for solving the securityproblems in Understand
the network

CO 2 Solve unautorized access from the internet by using firewalls, DNSSEC with Apply
NSEC3

CO 3 Find computer and network security issues and classify the issues to prevent, Remember
detect and recover from the attacks

CO 4 Summarize HTML elements and attributes for structuring and presenting the content Understand
of webpage based on the user requirement

CO 5 Identify HTTP pollution and HTTP parameter tammpering attacksby various Apply
techniques

CO 6 Explain the mechanisms for maintaining confidentiality,integrity andavailability Understand
of a data

IV. COURSE SYLLABUS:

MODULE-I: SECURITY PROBLEMS IN NETWORK PROTOCOLS (10)

TCP, DNS, SMTP, ROUTING, Problems in TCP/IP protocol suite, survey of BGP security, DNS cache
poisoning.

MODULE -11: NETWORK DEFENSE TOOLS (10)
Security evaluation of DNSSEC with NSEC3, distributed firewalls, detecting network intruders in real time,

network security testing, art of port scanning.

MODULE -111: MALWARE AND ATTACKS (09)
Computer viruses, spyware and key, loggers, bot, nets, attacks and defenses, denial of service attacks

Control hijacking attacks, exploits and defenses, exploitation techniques and fuzzing

MODULE -1V: BASICS OF WEB SECURITY (08)
Web Basics: HTML, CSS, JS, URLs, DOM, Frames, HTTP, Navigation, X-Domain communication, Network




Attacks and HTTPS, Limitations of HTTPS, Same Origin Policy and Web Attacker Model, Injection Flaws (I):
Cross, site Scripting (XSS), Injection Flaws (I1) : XSS (contd.), SQL Injection, OS Command Injection, HTTP
Header Injection

MODULE -V: INSECURE WEB LOGIC (09)

Logic Flaws, HTTP Pollution, HTTP Parameter Tampering, Cookie Flaws and Server Misconfiguration, Attacks
on User Interfaces, Browser Design and Flaws, User Privacy: Browser and Device Fingerprinting, User Tracking,
Browser Caching Flaws
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