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COURSE CONTENT

PENETRATION TESTING AND CYBER OPERATIONS LABORATORY

V1 Semester: CSE(CS)

Course Code Category Hours / Week | Credits Maximum Marks
L T P (o CIA | SEE Total
ACCCI10 CORE
1 0 2 2 30 70 100
Contact Classes: 12 Tutorial Classes: Nil Practical Classes: 33 Total Classes: 45

Prerequisite: Network security

I.COURSE OVERVIEW:

The purpose of this course is to provide a clear understanding of assessing an application or infrastructure for
vulnerabilities in an attempt to exploit those vulnerabilities, and circumvent or defeat security features of system
components through rigorous manual testing.

Il. COURSES OBJECTIVES:

The students will try to
learn
I. The tools that can be used to perform information gathering.
Il. The Various attacks in various domains of cyberspace.
I11. How vulnerability assessment can be carried out by means of automatic tools or manual investigation.
IV. The vulnerabilities associated with various network applications and database system.

I11.COURSE OUTCOMES:
At the end of the course students should be able to:
CO 1 Make use of Google and Whois tools to gather information about the target specification.
CO 2 Apply appropriate tools to encrypt and decrypt passwords in network.
CO 3 Make Use of Nessus tool to identify vulnerabilities and monitor the networking mechanism.
CO 4 Compare different OSINT tools to detailed network information of the target.
CO5 Make use of Virus Total tool to scan the network and detect malware on the network.
CO 6 Apply Ettercap tool to scan the network and performing an ARP poisoning attack.



IV. COURSE CONTENT:

EXERCISES FOR PENETRATION TESTING AND CYBER OPERATIONS
LABORATORY

Note: Students are encouraged to bring their own laptops for laboratory
practice sessions.

1. Getting Started with Understanding of scanning and
reconnaissance process.

Introduction:
A penetration test, colloquially known as a pentest or ethical hacking, is an authorized simulated cyberattack

on a computer system, performed to evaluate the security of the system; this is not to be confused with a

vulnerability assessment. Penetration testers use the same tools, techniques, and processes as attackers to find
and demonstrate the business impacts of weaknesses in a system. Penetration tests usually simulate a variety
of attacks that could threaten a business. They can examine whether a system is robust enough to withstand
attacks from authenticated and unauthenticated positions, as well as a range of system roles. With the right
scope, a pen test can dive into any aspect of a system.

Softwares used:
Osint Tools
Vulnerability Tools
Attack detection Tools
Encryption Tools

1.1 Scanning any of the target with domain name

To Perform Scanning of the target we need to understand all scanning types as shown in below
There are different types of scans available

Syntax: Nmap domain name

Example: nmap www.amazon.com

Type of scan: Regular

® fenmap _
S Tooks Pl Hep

T p—— Prfil Reguiarscan
Command:  rnap wwmamezon com Intense scen
Intense scan plus U0
Hoss | Semices  Nimag Outpul Ports/ Hosts Topology HestDetss Scans -
054 Hst g wewamazen com Itens scen noping

¥ wewamaon.com

Pingscan
Quickstan
Quickscan phas

Regulescan

Slow comprehensive scan

Meap done: 1 IP acdress (1 host up) scanned in 17.17 seconds


http://www.amazon.com/

Try
Students can use different types of scans to perform on the target.
Hint

Select type of scan from Nmap tool on target.

1.2 Scanning any of the target with IP Address

Perform Scanning of the target we need to understand all scanning types as shown in below
There are different types of scans available

Syntax: Nmap IP Address

Example: nmap 108.157.247.131

Type of scan: Regular

Output:

* Zenmap

Scan Tools Profile Help
Target: | 108.157.247.131 v | Profile:

Command:  nmap 108.157.247.131

Services Nmap Output Ports / Hosts Topology Host Details Scans

0S 4 Host nmap 108.157.247.131

A  www.amazon.com Starting Nmap 7.92 ( https://nmap.org ) at 2023-09-08 11:02 India Standard Time
Nmap scan report for server-188-157-247-131.hyd57.r.cloudfront.net (108.157.247.131)
Host is up (©.e11ls latency).

Not shown: 991 filtered tcp ports (no-response)
PORT STATE SERVICE
21/tcp open ftp

25/tcp open smtp
80/tcp open http
11@/tcp open pop3
143/tcp open imap
443/tcp open https
465/tcp closed smtps
S87/tcp open submission
6346/tcp closed gnutella

Nmap done: 1 IP address (1 host up) scanned in 16.28 seconds

Try
Students should perform scanning of the target with variety of scan types as shown in above.
Hint:

Select the type of scan from dropdown window appeared on screen

Regular scan




2. Use Google and Whois for Reconnaissance to gather
information about target.

Open-Source Intelligence (OSINT) is the collection, analysis, and dissemination of information that is
publicly available and legally accessible. Right now, OSINT is used by a organizations, including
governments, businesses, and non-governmental organizations.

Step1: open Google
Step2: Type Whois on google
WHOIS Search, Domain Name, Website, and IP Tools - Who.is

= G O ntpsy/whois/whoisfiare.acin #® oA % Qe @

Premium Do Transfer Features

Interested in domain names? Click here to stay up to date with domain name news and promotions at Name.com

iare.ac.in is already registered. interested in buying it? Make an Offer

.ac.in .co .io .app live
$245.00 534,99 $16.89

Available Available Available

iare.ac.in

whols information

m DNS Records Diagnastics

Use promo code WHOIS to save 15% on your first

Similar Domains Name.com order.
fare.ac.in | iare.art | iare biz | iare.cn | lare.co.in | iare.co.uk | iare.com | iare.com.br | lare.com.tr | iare.digital | iare.edu |

iare.in | iare.info | iare it | iare.net | iare.nu | iare.one | iare.online | iare.org | iare.org.il | Name.com
REgiSt[ﬁr Data We will display stored WHOIS data for up to 30 days.

Lellld | Evervthing

Step3: check DNS Records

jare.ac.in

DNS information

Whois DNS Records Diagnostics

DNS Records for iare.ac.in cache expires in 3 minutes and 49 seconds
Hostname Type T Priority Content
iare.ac.in SOA 3600 ns4.ctris.in hostmaster@ciris.in 2023030113 28800 7200 1209600 3600
lare.ac.n NS 3600 nsd.ctris.in
iare.ac.in NS 3600 nsS.ctris.in
iare.ac.in A 3600 137.59.201.77
iare.ac.in MX 3600 5 alt1.aspmx..google.com
iare.ac.in MX 3600 1 aspmx.|.google.com
iare.ac.in MX 3600 5 alt2.aspmx.| google .com
iare.ac.in MX 3600 10 alt3.aspmx.|.google.com
iare.ac.in MX 3600 10 altd.aspmx.|.google.com
www.iare.ac.in A 3600 137.58.201.77
www. iare.ac.in CNAME 3600 iare.ac.in

www iare ac.in MX 3600 1 asomx.|.onoale.com




Step 4: check all diagnostics

h for domains or IP addresses

iare.ac.in

diagnostic tools

Whois DNS Records

Ping

PING iare.ac.in (137.59.201.77) 56(84) bytes of data.

64 bytes from 137.59.201.77: icmp_seq=1 tt1=46 time=316
64 bytes from 137.59.201.77: icmp_seq=2 tt1=4@ time=318
64 bytes from 137.59.201.77: icmp_seq=3 ttl=4@ time=320
64 bytes from 137.59.201.77: icmp_seq=4 ttl=48 time=316
64 bytes from 137.59.201.77: icmp_seq=5 ttl=4@ time=316

--- iare.ac.in ping statistics ---

5 packets transmitted, 5 received, 8% packet loss, time
rtt min/avg/max/mdev = 316.366/317.691/320.981/1.822 ms

Traceroute

Premium Domains Transfer Features Login Sign Up

ms
ms
ms
ms
ms

4802ms

traceroute to iare.ac.in (137.59.201.77), 3@ hops max, 60 byte packets

100.66.63.32 (100.66.63.32) 321.835 ms 241.0.4.197

VN YR W

ip-10-0-8-14.ec2.internal (10.0.@.14) 1.199 ms 1.171 ms 1.179 ms
216.182.229.172 (216.182.229.172) 5.616 ms 216.182.
100.66.8.158 (100.66.8.158) 22.@28 ms 100.65.83.224 (100.65.83.224) 7.477 ms 10@.65.80.32 (106.65.88.32) 9.559 ms

10@.66.40.202 (100.66.40.202) 6.@14 ms 100.66.14.250 (100.66.14.250) 21.811 ms 100.66.14.18 (100.66.14.18) 21.862 ms

239.207 (216.182.239.207) 2.042 ms 216.182.238.131 (216.182.238.131) 2.468 ms

(241.0.4.197) 1.782 ms 100.66.63.176 (100.66.63.176) 21.842 ms

241.0.4.220 (241.0.4.220) 1.664 ms 241.8.4.215 (241.0.4.215) 1.254 ms 240.0.40.28 (240.0.40.28) 1.240 ms
240.0.40.26 (240.0.40.26) 1.219 ms 240.2.40.19 (240.€.40.19) 1.227 ms 240.@.40.23 (240.0.40.23) 1.257 ms
242.0.170.145 (242.6.170.145) 1.731 ms 242.0.170.17 (242.6.170.17) 2.160 ms 242.0.171.129 (242.0.171.129) 1.177 ms
52.93.28.183 (52.93.28.183) 2.712 ms 242.0.17@.17 (242.0.170.17) 1.982 ms 242.0.171.129 (242.0.171.129) 2.196 ms

Try:

Use other OSINT tools to gather information to find information of target network.

Hint:

Use Google Dorks, Babel X as a OSINT tools

3. Make use of Crypt tool for Encryption and decryption

procedure

3.1 Install Crypt tool

Software Requirements:

» Supported operating systems:

* Windows 10/11/ Linux

* 64-bit OS X/macOS 10.6 or later

Step1: Download and install crypt tool
Step2: open software



File Edit View Encrypt/Decrypt Digital Signatures/PKl [ndiv. Procedures Analysis Options Window Help
D|=|ef @S| *[%[2] || 2N

?Ff‘ startingexample-en

Starting example for the CrypTool version family 1.x (CT1)

[Remark:
The successor versions of CT1 (called CT2, JCT and CTO) now offer a significantly wider range of functionality than CT1. In CT]|

CrypTool 1 (CT1) is a comprehensive and free educational program

about cryptography and cryptanalysis
offering extensive online help and many visualizations.

This text file was created in order to help you to make your first steps with CT1.

1) The starting page of the online help offers the best oversight of CT1's capacity. From the starting page you can reach all es
The starting page of the online help can be accessed via the menu "Help -> Starting Page” at the top right of the main window|
|Press F1 to start the online help everywhere in CT1.

2) A possible next step would be to encrypt a file with the Caesar algorithm. This can be done via the menu "Crypt/Decrypt ->
3) There are several examples (tutorials) within the online help which provide an easy way to gain an understanding of cryptolo

4) You can further develop your knowledge by:

- Navigating playfully through the menus. You can press F1 at any selected menu item to get more information.
- Reading the included readme file (see the menu "Help -> Readme").

- Viewing the included colorful presentation. This presentation can be found on several ways: e.g. in the "Help"” menu of this aj
- Viewing the webpage www.cryptool.org.

Step3: click on file to new file
Step 4: enter data to encrypt and decrypt file
Step 5: select any of algorithm to encrypt

File Edit View Encrypt/Decrypt Digital Signatures/PKl Indiv. Procedures Analysis Options Window Help
| Dles|e(RS| (%[0 £z 2%

G4 startingexample-en
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1)

:._-,h Key Entry: IDEA X
2) Enter the key using hexadecimal characters (0.9, A.F).

3) Key length: ITZEI:'!: h

4 ’oo 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 E]

- A

5 Encrypt I Decrypt | Cancel I
D

Step6: based on selection of algorithm enter password
Step 7: again, open file to decrypt
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i 00000000 21 17 EB B3 2F 66 99 E4 34 63 FF 3B 8B AF 24 E1 DC FD 3C 65 79 99 Voosf dep 5. ey
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Step8: enter the password to decrypt
Step9: file will be decrypted

Try:

Use different cryptographic algorithms for perform encrypt and decrypt procedure
Hint:

use symmetric modern algorithms like IDEA, RC2, RC4

use symmetric classic algorithms like Caesar, Hill, substitution algoriths

4. Install Password Cracking tool Cain and able to Crack the
password

4.1 installing Cain and able Tool

Requirements

The actual version requires the following items:

10Mb Hard-Disk space-

Microsoft Windows 2000/XP/2003/Vista-

Winpcap Packet Driver (v2.3 or above; AirPcap adapter is supported from Winpcap version 4.0).
Setup

Just run the Self-Installing executable package and follow the installation instructions.
The package will copy all the files needed by the program into the installation directory.
Installation Files

Cain's setup program will install and/or replace these files in your system:

- Cain.exe [the main executable program]

- Cain.exe.sig [author's PGP signature of the file Cain.exe]

- CA_UserManual.chm [this file]

- Abel.exe [the executable of the Windows service named Abel ]




- Abel.exe.sig [author's PGP signature of the file Abel.exe]

- Abel.dll [a DLL file needed by the program]- Abel.dll.sig [author's PGP signature of the file Abel.dlI]

- Uninstal.exe [the uninstallation program]

- Wordlist.txt [a little word list file]

- Install.log [the log file of the installation package, you can check everything modified on your system here]
- Whatsnew.txt [contains differences between versions]

- oui.txt [a list file that contains vendor's information about MAC addresses]

- <Installation Dir>\winrtgen\winrtgen.exe [Winrtgen - a windows utility to generate Rainbow Tables]

- <Installation Dir>\winrtgen\winrtgen.exe.sig [author's PGP signature of the file winrtgen.exe]

- <Installation Dir>\winrtgen\charset.txt [an example file containing charset definitions for winrtgen.exe and
Cain's cryptanalysisattacks]

- <Installation Dir>\Driver\WinPcap_4_1_beta5.exe [the original distribution package of the Winpcap
drivers] All the above files will be installed in the Installation directory and subdirectories.

Abel Installation
Abel is a Windows NT service composed of two files: "Abel.exe" and "Abel.dll".

These files are copied by the installation packageinto the program's directory but the service is NOT
automatically installed on the system.

Abel can be installed locally or remotely (using Cain) and requires Administrator's privileges on the target
machine.

LOCAL INSTALLATION:
1) Copy the files Abel.exe and Abel.dll into the %WINNT% directory (E.G.: CAWINNT or C:\Windows)
2) Launch Abel.exe to install the service (it is not automatically started)

3) Start the service using the Windows Service Manager (services.msc)

REMOTE INSTALLATION:

1) Use the "Network TAB" in Cain and choose the target remote computer where you want to install Abel

2) Right click on the computer icon in the left tree and select "Connect As"

3) Provide Administrator's credentials for the remote system

4) Once connected right click on the "Services" icon and select the menu entry "Install Abel"

5) That's it! The two files ‘Abel.exe’ and 'Abel.dIlI" will automatically be copied to the remote machine’s root
directory i.e. C:\winnt,C:\Windows); the service will automatically be installed and started.

4.2 Dictionary attack

Dictionary attack uses a predetermined list of words from a dictionary to generate possible passwords
that may match the MD5 encrypted password. This is one of the easiest andquickest way to
obtain any given password.

Start Cain & Abel via the Desktop Shortcut ‘Cain’ or Start menu.
(Start > Programs > Cain > Cain).



Choose 'Yes' to proceed when a ‘User Account Control’ notification pops up regarding software
authorization.

Once on, select the ‘Cracker’ tab with the key symbol, then click on MD5 Hashes. The result should look like
the image below.

|é_% Decoders Ig Metwork Iﬁ Sniffer l : IQ Traceroute lm ccou I

lsf Cracker MDS Hash | Password | mote
A tMaNTLM Hashes 1
R NTLMv2 Hashes (0)
A M5-Cache Hashes (1
& PWL files (0)
T Cisco 105-MDS Hast
T Cisco PIX-MDS Hast
&P APOP-MDS Hashes 1
€ CRAM-MDS Hashes
b OSPF-MDS Hashes (

-« RIPv2-MDS Hashes

Qo YRRP-HMAC Hashes
g vnC-3DES (0)
nd M02 Hashes (o)

1
SHR SHA-2 Hashes (0)

1. As you might have noticed we don't have any passwords to crack, thus for the next few steps we will
create our own MD5 encrypted passwords. First, locate the Hash Calculator among a row of icons near
the top. Open it.

SETE O -EEICXI

m Traceroute IM CCbU I“zj” Vireless l@) Query |

2. Next, type into ‘Text to Hash’ the word password. It will generate a list of hashes pertaining
to different types of hash algorithms. We will be focusing on MD5 hash so copy it. Then
exit calculator by clicking “Cancel’ (Fun Fact: Hashes are case sensitive so any slight changes
to the text will change the hashes generated, try changing a letter or two and you will see.

This is called the avalanche effect.)
X

% Textto hath
IDasswofd

€ Bytes to hash (HEX)

Type Haxh =
MD2 FUJBNABWEEGMEFUECMFDS{EBS

5HA2 (256) SE834838DA280471 51DI:E56FHDC629277‘3903DGDSAABBDDS?A1 1EF721D1542C
SHA-2 (334) ABBE4BABDOACAI1A59BDBB 776184210 4F 28B382800 34 75BADF 21 F2BEBCA55E:
SHA-2 (512) B109F3BBBC244EB52441917ED06D61883008DD 0SB 3BEFD 1B5E07334C706A88E
RIPEMD-160 EGBESFEW;EQZZSSFGFZF 2FC638DB25FF31

NT 8346F7EAEEEFBT17AD06BDD 8308 7586C

MySQL323 SD2E19393CCSEFE7

MySQLSHAT 2470COCOEDEE 42FD16188BIS00SADCA2ECIDIETS

Cisco PIX NuLKvv\WGa.x3HEKD

IVNC Hash DBDB3CFD727A1458

Basebd cGFzc3dvemQ=

4 | »

Colette




3. After you exit, right click and select ‘Add to list’, paste your hash then click OK. Your first
encrypted password! But don't stop there, add the following MD5 hashes from the words

PaSS, 13579, 15473, sunshine89, and c@t69.

4. With all the encrypted MD5 passwords on hand, we can finally start! Move your cursor and
select all six passwords, then right click and press ‘Dictionary Attack’.
5. Once the window opens, go up to the dictionary and select ‘Wordlist.txt’, right click and select
‘Reset initial file position’. You'll know you've resetted when there’'s nothing under the
position column. Note: Make sure to do this every time you want to restarta dictionary

attack!

Dictionary Attack q

X

— Dictionary

File
E‘: C:A\Program Files\Cain\\Wordlists'\/ordl

Reset initial file position

o3 e DOSICIO

Key Rate Remave Ffrom list
Remove All

s . vV Reverse [PASSWORD -
Dictionary Postion

i A v Dowble (Pass - PassPass)
V Lowercase [PASSWORD

ROWSSAP)

- password]

9.Click ‘start’ and watch the magic happens before your eyes! Once it ends ‘exit’. Your result

should be the same as below.

Plaintext of E13DD027BEOF2152CE387ACOEA83D863 1s 13579

Attack stopped!
3 of & hashez cracked

Try:
Apply different cracking methods to crack the passwords.

Hint:
Rain bow tables, Brute force Attacks methods can use for crack passwords.

Plaintext of SF4DCC3BSAA765D61D8327DEB882CF99 is passvord
Plaintext of F3C33935E24SCE33CE9AF31C3D5624B0 1s sunshine8$




5. Find the Vulnerabilities of the target using Nmap tool.

We can use and apply variety of commands on Nmap tool to find the vulnerabilities on target network.

Cmd: nmap -sV --script vulners www.bookmyshow.com

Starting Nmap 7.92 ( https://nmap.org ) at 2623-83-10 13:55 India Standard Time
Nmap scan report for www.bookmyshow.com (104.16.45.182)
Host is up (8.8@16s latency).
Other addresses for www.bookmyshow.com (not scanned): 104.16.46.182 104.16.47.182 104.16.49.182 104.16.48.182
Not shown: 989 filtered tcp ports (no-response)
PORT STATE SERVICE VERSION
21/tcp  open  ftp?
Ps/tcp  open  smtp
fingerprint-strings:
GenericLines:
226 Sophos ESMTP ready
unrecognized command
unrecognized command
Hello:
228 Sophos ESMTP ready
Syntactically invalid EHLO argument(s)
Help:
220 Sophos ESMTP ready
214-Commands supported:
AUTH STARTTLS HELO EHLO MAIL RCPT DATA BDAT NOOP QUIT RSET HELP
NULL:
_ 220 Sophos ESMTP ready
80/tcp  open  http Cloudflare http proxy
| _http-server-header: cloudflare
118/tcp open  pop3?
143/tcp open  imap?
#43/tcp open  ssl/http Cloudflare http proxy
| _http-server-header: cloudflare
65/tcp closed smtps
587/tcp open  smtp
fingerprint-strings:
GenericLines:
226 Sophos ESMTP ready
unrecognized command
unrecognized command
Hello:
228 Sophos ESMTP ready
Syntactically invalid EHLO argument(s)
Help:
220 Sophos ESMTP ready
214-Commands supported:
AUTH STARTTLS HELO EHLO MAIL RCPT DATA BDAT NOOP QUIT RSET HELP
NULL:
220 Sophos ESMTP ready

nmap -sV --script vuln www . bookmyshow. com

Starting Nmap 7.92 ( https://nmap.org ) at 2023-03-10 14:14 India Standard Time
Nmap scan report for www.bookmyshow.com (104.16.46.182)

Host is up (@.0048s latency).

Other addresses for www.bookmyshow.com (not scanned): 104.16.49.182 104.16.48.182 104.16.45.182 104.16.47.182
Not shown: 989 filtered tcp ports (no-response)

PORT STATE SERVICE VERSION

21/tcp open ftp?

25/tcp open smtp

| smtp-vuln-cve281@-4344:

|_ The SMTP server is not Exim: NOT VULNERABLE

| fingerprint-strings:

| GenericLines:

| 228 Sophos ESMTP ready

| unrecognized command

| unrecognized command

| Hello:

| 220 Sophos ESMTP ready

| Syntactically invalid EHLO argument(s)

| Help:

| 228 Sophos ESMTP ready

| 214-Commands supported:

| AUTH STARTTLS HELO EHLO MAIL RCPT DATA BDAT NOOP QUIT RSET HELP
| NuLL:

|_ 22@ Sophos ESMTP ready

8@/tcp open http Cloudflare http proxy

|_http-stored-xss: Couldn't find any stored XS5 wvulnerabilities.

| _http-aspnet-debug: ERROR: Script execution failed (use -d to debug)
| _http-vuln-cve2@13-7091: ERROR: Script execution failed (use -d to debug)
|_http-csrf: Couldn't find any CSRF wulnerabilities.

| _http-dombased-xss: Couldn't find any DOM based XSS.

| _http-passwd: ERROR: Script execution failed (use -d to debug)
|_http-server-header: cloudflare

110/tcp open pop3?

| _rsa-vuln-roca: ERROR: Script execution failed (use -d to debug)
|_sslv2-drown: ERROR: Script execution failed (use -d to debug)
_tls-ticketbleed: ERROR: Script execution failed (use -d to debug)
_ssl-dh-params: ERROR: Script execution failed (use -d to debug)
_ssl-heartbleed: ERROR: Script execution failed (use -d to debug)
_ssl-cert-intaddr: ERROR: Script execution failed (use -d to debug)
_ssl-ccs-injection: ERROR: Script execution failed (use -d to debug)
| _ssl-poodle: ERROR: Script execution failed (use -d to debug)
143/tcp open imap?

| _rsa-vuln-roca: ERROR: Script execution failed (use -d to debug)

| _sslv2-drown: ERROR: Script execution failed (use -d to debug)



http://www.bookmyshow.com/

5.1 using csrf as NSE script

http-csrf: Cross-Site Request Forgery (CSRF)
vulnerabilities are detected by this script.
nmap -sV --script http-csrf www.bookmyshow. com

Starting Nmap 7.92 ( https://nmap.org ) at 2023-03-10 14:23 India Standard Time
Nmap scan report for www.bookmyshow.com (104.16.45.182)
Host is up (@.@e48s latency).
Other addresses for www.bookmyshow.com (not scanned): 104.16.46.182 104.16.48.182 104.16.49.182 104.16.47.182
Not shown: 989 filtered tcp ports (no-response)
PORT STATE SERVICE VERSION
21/tcp  open  ftp?
25/tcp open  smtp
fingerprint-strings:
GenericlLines:
220 Sophos ESMTP ready
unrecognized command
unrecognized command
Hello:
220 Sophos ESMTP ready
Syntactically invalid EHLO argument(s)
Help:
220 Sophos ESMTP ready
214-Commands supported:
AUTH STARTTLS HELO EHLO MAIL RCPT DATA BDAT NOOP QUIT RSET HELP
NULL:
|_ 228 Sophos ESMTP ready
80/tcp open http Cloudflare http proxy
| _http-server-header: cloudflare
| _http-csrf: Couldn't find any CSRF vulnerabilities.
118/tcp open  pop3?
143/tcp open imap?
443/tcp open ssl/http Cloudflare http proxy
| _http-server-header: cloudflare
|_http-csrf: Couldn't find any CSRF vulnerabilities.
465/tcp closed smtps
587/tcp open smtp
| fingerprint-strings:

5.2 using password

Attempts to retrieve /etc/passwd or boot.ini to see
if a web server is vulnerable to

directory traversal.

nmap -sV --script http-passwd www . bookmyshow . com

Starting Nmap 7.92 ( https://nmap.org ) at 2023-83-10 14:23 India Standard Time
Nmap scan report for www.bookmyshow.com (104.16.45.182)
Host is up (©.8@48s latency).
Other addresses for www.bookmyshow.com (not scanned): 104.16.46.182 104.16.48.182 164.16.49.182 104.16.47.182
Not shown: 989 filtered tcp ports (no-response)
PORT STATE SERVICE VERSION
21/tcp open  ftp?
25/tcp open smtp
fingerprint-strings:
GenericLines:
220 Sophos ESMTP ready
unrecognized command
unrecognized command
Hello:
22@ Sophos ESMTP ready
| Syntactically invalid EHLO argument(s)
| Help:
220 Sophos ESMTP ready
214-Commands supported:
AUTH STARTTLS HELO EHLO MAIL RCPT DATA BDAT NOOP QUIT RSET HELP
NULL:
|_ 22@ Sophos ESMTP ready
80/tcp open http Cloudflare http proxy
| _http-server-header: cloudflare
|_http-csrf: Couldn't find any CSRF vulnerabilities.
110/tcp open pop3?
143/tcp open imap?
443/tcp open ss1l/http Cloudflare http proxy
| _http-server-header: cloudflare
| _http-csrf: Couldn't find any CSRF vulnerabilities.
465/tcp closed smtps
587/tcp open smtp
| fingerprint-strings:

Try:

Use slowloris command to check vulnerabilities on target
Hint:

nmap -sV --script http-slowloris-check www.bookmyshow.com



http://www.bookmyshow.com/
http://www.bookmyshow.com/
http://www.bookmyshow.com/

6. Analyze web application digital history of the target address using
Way back Machine tool.

Use Wayback Machine Tool

Way back Machine is an online tool for maintaining of digital library (internet achieve) of web
application, captured records of previous data related to different types of web applications.

Steps for Analyzing:
1.0pen Way back machine tool in online
2. After opening it on online displays like this,

& G A Not secure | web.archive.org \ S Q=

INTERNET =5
ARCHIVE

INTERNET ARCHIVE

i Explore more than 800 billion web pages saved over time
PRIECI
Enter a URL or words related to a site’s home page

e | e =% |

PG s = -~ ol Te - : 8 ) r

3.Type URL or target on search box.
4.the fallowing information will be displayed about target.

INTERNET ARCHIVE

i Explore more than 800 billion web pages saved over time
DONATE HE |"u

hitps:/www.iare.ac.in/

- Collections - Changes -+ Summary - SiteMap - URLs

Saved 838 times between April 22, 2006 and March 14, 2023.

ST PP S T IET 1 ] h.hhl“di

00 2001 2002 2003 2004 2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2021 2022 2023
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5. See the data in different ways mentioned in the diagram
e Calendar wise
e Collections wise
e Changes wise
e Summery wise
e Site Map wise
e URLs wise

Ex: In the calendar wise we can observe each and every captured record on particular day of month
Select any of the day and displays what time it has been captured also



€ > © O hitpsy/webarchiveorg/web/20200101000000° hitps:/wwwiare.aci

INTERNET

—

hitps

m- Collections - Changes - Summary - SiteMap - URLs

Saved 838 times between Apn| 22, 2006 and Ma:

T PP AP P 1 hﬁll.lﬂl.ll]‘

WO 2001 2002 2003 2004 2005 2008 2007 2006 2008 010 M 2012 2013 2014 215 2016 2007 2018 2018 zum 202 m 2023

.
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6. Click on the type wise as mentioned above to see the information of target Suppose | can click on
summary wise | can see the information in fallowing way.

INTERNET ARCHIVE

il Explore more than 800 billion web pages saved over time
DONATE HE I} |"ﬂ

hitps:#www.iare.ac.in/

Calendar - Collections - Changes -- Site Map -+ URLs

host www.iare.ac.in

Indexed on Nevember 12, 2022

Saved 838 times between April 22, 2006 and March 14, 2023,

MIME-types Year Start Year End

Any MIME-types hd 2008 2022

Summary on MIME-types Count

Captures URLs New URLs
text/html 7,465 3459 213
texticss 3,043 861 705
text/plain 9 5 4
Explore www.iare.ac.in URLs

Keys Summary For the TLD/Host/Domain W Captures URLs New URLs

| |||IH‘
Try:

Find the information of target that updated on URL's wise

Hint:

Use URLs information then click on URLs or Explore target URLs that displays URL's information of target



7. Download and install Nessus tool in windows operating system, to
run Vulnerability Scan with Nessus tool

7.1 Download and Install Nessus.

e Download Nessus from the Tenable Downloads site.

e When we download Nessus, ensure the package selected is specific to your operating system
and

e processor. There is a single Nessus package per operating system and processor. Nessus
Manager, Nessus Professional, and Nessus Expert do not have different packages; your
activation code determines which Nessus product is installed.

Start Nessus Installation:
1. Navigate to the folder where you downloaded the Nessus installer.
2. Next, double-click the file name to start the installation process.

Complete the Windows InstallShield Wizard with the fallowing steps
1. First, the Welcome to the InstallShield Wizard for Tenable, Inc. Nessus screen appears.
Select Next to continue.
2. On the License Agreement screen, read the terms of the Tenable, Inc. Nessus software
license and subscription agreement.
Select the | accept the terms of the license agreement option, and then click Next.
4. On the Destination Folder screen, select the Next button to accept the default installation
folder. Otherwise, select the Change button to install Nessus to a different folder.
5. On the Ready to Install the Program screen, select the Install button.

w

The Installing Tenable, Inc. Nessus screen appears and a Status indication bar shows the installation
progress. The process may take several minutes.

After the InstallShield Wizard completes, the Welcome to Nessus page loads in your default
browser.

To access a locally installed Nessus instance, go to https://localhost:8834.
Perform the remaining Nessus installation steps (Adding plug-ins) in your web browser.

7.2 Run Your First Vulnerability Scan with Nessus tool.

Step 1: Creating a Scan
Once you have installed and launched Nessus, you're ready to start scanning. First, you have to create a
scan. To create your scan:

In the top navigation bar, click Scans.
In the upper-right corner of the My Scans page, click the New Scan button.
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Step 2: Choose a Scan Template

Scanner

Basic

& u‘ & 5% ¥ =1
Advanced Dynamic Scan Advanced Scan Audit Cloud Infrastructure

Badlock Detection Bash Shellshock Detection

\ . - & &

thwork&)n Credentialed Patch Audit DROWN Detection Host Discovery Intel AMT Security Bvpass

=N 9 BN BN BN

Next, click the scan template you want to use. Scan templates simplify the process by determining
which settings are configurable and how they can be set. For a detailed explanation of all the
options available, refer to Scan and Policy Settings in the Nessus User Guide.

A scan policy is a set of predefined configuration options related to performing a scan. After you
create a policy, you can select it as a template in the User Defined tab when you create a scan.
For more information, see Create a Policy in the Nessus User Guide.

The Nessus interface provides brief explanations of each template in the product. Some templates
are only available when you purchase a fully licensed copy of Nessus Professional.

To see a full list of the types of templates available in Nessus, see Scan and Policy Templates. To
quickly get started with Nessus, use the Basic Network Scan template.

Step 3: Configure Scan Settings

Prepare your scan by configuring the settings available for your chosen template. The Basic Network
Scan template has several default settings preconfigured, which allows you to quickly perform your first
scan and view results without a lot of effort.

Follow these steps to run a basic scan:
1. Configure the settings in the Basic Settings section.



General Settings

Tw B8O

ASSTSSAM N
roar

ADVANCED

Post.Processing

The following are Basic settings:

Setting Description

Name Specifies the name of the scan or policy. This value is displayed on the Nessus interface.

Description (Optional) Specifies a description of the scan or policy.

Folder Specifies the folder where the scan appears after being saved.

Specifies one or more targets to be scanned. If you select a target group or upload a targets file, you are not required to

LI specify additional targets.

2. Configure remaining settings

Although you can leave the remaining settings at their pre-configured default, Tenable recommends
reviewing the Discovery, Assessment, Report and Advanced settings to ensure they are appropriate for
your environment.

3. Configure Credentials

Optionally, you can configure Credentials for a scan. This allows credentialed scans to run, which can
provide much more complete results and a more thorough evaluation of the vulnerabilities in your
environment.




4. Launch Scan
e After you have configured all your settings, you can either click the Save button to launch the
scan later, or launch the scan immediately.
e If you want to launch the scan immediately, click the down button, and then click Launch.
Launching the scan will also save it.
e Thetime it takes to complete a scan involves many factors, such as network speed and congestion,
so the scan may take some time to run.

Step 4: Viewing Your Results

Viewing scan results can help you understand your organization’s security posture and vulnerabilities.
Color-coded indicators and customizable viewing options allow you to tailor how you view your scan'’s
data.

You can view scan results in one of several views:

Page Description
Hosts Displays all scanned targets.
Vulnerabilities List of identified vulnerabilities, sorted by severity.

If the scan's results include remediation information, this list displays all remediation details, sorted by the number of

Remediations P
vulnerabilities.

Notes Displays additional information about the scan and the scan’s results.

History Displays a list of scans: Start Time, End Time, and the Scan Statuses.

Viewing scan results by vulnerabilities gives you a view into potential risks on your assets.

c Network Configure  Audit Trai nch = port o1
- gure Jdit Tral Launch Bxport )

Vulnerabilities 66 emediations 2

N Family Count Scan Details
enking < 2462/ 257 and Je..  CGI abuses
MS17-010: Security Update ..

Vulnerabilities

To view vulnerabilities:
In the top navigation bar, click Scans.
e  Click the scan for which you want to view results.
e Do one of the following:
e Click a specific host to view vulnerabilities found on that host.
e Click the Vulnerabilities tab to view all vulnerabilities.
e (Optional) To sort the vulnerabilities, click an attribute in the table header row to sort by that attribute.



e Clicking on the vulnerability row will open the vulnerability details page, displaying plugin information

and output for each instance on a host.

Test |
........... - @

Hosts
[T | Microsoft Windows SMB NULL Session Authentication

Description

nnnnnn

Step 5: Reporting Your Results
Scan results can be exported in several file formats.

To Export a Scan Report:
e Start from a scan's results page
e In the upper-right corner, click Export.
e From the drop-down box, select the format in which you want to export the scan results.
e Click Export to download the report.

Try:

Find Vulnerabilities based on Host discovery content

Hint:

Select the option from menu as "Host discovery content” and choose the target

8. Install Acunetix tool to understand and perform scanning for
variety of vulnerabilities in web application.

8.1 Install Acunetix tool

Step1: go to the location to find the official URL of Acunetix tool as mentioned below
Acunetix Web Vulnerability Scanner 11.0 Download (Free trial)... (informer.com)

Step2: after downloading it double click on application file.

o] Setup - Acunetix 11 Trial

- x

Welcome to the Acunetix 11
Trial Setup Wizard

This will install Acunetix 11 Trial on your computer.

It is recommended that you close all other applications
before continuing.

Click Next to continue, or Cancel to exit Setup.

Cancel



https://acunetix-web-vulnerability-scanner.software.informer.com/11.0/

Step3: perform sequence of steps to complete the process of installation.
In the installation process application asking you to set administrative user account mentioned below

= Sctup - Acunetix 11 Trial — >

Administrative User
Set administrative user

To access Acunetix scanning interface you need an administrative user account.
Flease enter login information here.

Email

Passwveord

Confirm password

Step 4: mention username and password

Step 5: server port default it is taken, else customize if you want
Step 6: complete and finish the process has been completed
Step 7: after completion of installation

(@] https://localhost: 13443/#/login/

macunetix WEB APPLICATION SECURITY

Sign In

‘ Email

This field is required

‘ Password

|| Keep me signed in

™ Copyright © 2017 Acunetix Ltd. www.acunetix.com

Step 8: enter mail Id and password to log on to the application page

After enter the page displays as fallows
« c

6]

https://localhost 1443/4/

acunetix

Aeld Target et T Filter

No Targets created yet. Create news Target

Step 9: check all the options for knowledge of each and every option
Step 10: click on Targets
In targets click on Add target or Create new Target as fallows



Add Target

Address

http://example.com

Description

Add Target Close

Step 11: after adding the target the page displays like this

< Back Scan

Dashboard

General  Crawl  HTTP  Advanced
Target Info
Vulnerabilities
Scans https://www.flickr.com/
Hapc Description just for finding vulnerabilities
Settings Business Criticality Normal -
Scan Speed . . . )
Slower Slow Moderate Fast

Continuous Scanning

Step 12: click on Scan and there types will be displayed
Choose Scanning Options
Scan Type Full Scan

Report

Schedule Instant

Step 13: choose the type which u want to perform scan as mentioned below

Scan Type Full Scan -

Report Full Scan

High Risk Vulnerabilities
Schedule Cross-site Scripting Vulnerabilities

SQL Injection Vulnerabilities

Weak Passwords

Crawl Only

C{DSQ




Step 14: after mention the type and schedule scan instant click on create scan. After clicking on that
the page displays as fallows

Activity [ Prccine |

Acunetix Threat Level

1m5s 452 1,115ms 1,256

Target Information Latest Alerts

In the above we can see scan start and stop options, vulnerabilities, site structure, events
Step 15: wait till the process of scanning completed

Step 16: after completed generate the report for scanned results.

Step 17: after generated download the report of scanned results.

By default, the report downloaded in PDF format as mentioned below with scanned results

Scan of https://www.iare.ac.in/

Scan details

Scan information

Start time 16/03/2023, 15:50:37

Start url https://www.iare.ac.in/

Host https://www.iare.ac.in/

Scan time 6 minutes, 34 seconds

Profile Cross-site Scripting Vulnerabilities
Threat level

Acunetix Threat Level 0
No wlnerabilities have been discovered by the scanner.

Alerts distribution

Total alerts found
[ ] High

Medium
O Low

o o o o o

@ Informational

Try:
Use type of scan High Risk Vulnerabilities to find the target vulnerabilities

Hint:
Select the scan type from scans as Highrisk vulnerability category



9. Perform ARP Poisoning on target network.

1.

7.

Open three virtual machines : In this you shall require a Kali 2.0 VM (we'll call this VM1), and two
more VM's running operating systems Windows 7/8/8.1/10 (VM2 and VM3)

. On all 3 virtual machines, go to settings and make sure that the network adapter is set to NAT. This

is important, you cannot set it to bridge or host only, it must be NAT. This is for all 3 machines.

On VM1, open terminal and run “ifconfig”. On VM2 and VM3, open up cmd and run “ipconfig”. Take
note of your IP address and MAC address on each of the respective machines. 4. On VM3, go on
the Internet and download a windows application XAMP. Download version “7.0.4 / PHP 7.0.4" under
XAMPP for Windows on this page: https://www.apachefriends.org/download.html

Install XAMP using the downloaded installer file. Don not change any settings or check/uncheck any
boxes. Just keep pressing “next” until you finish.

Once done installation, run XAMPP Control Panel on VM3. Once the main window pops up, start
the Apache server by pressing he Start button on the Apache module row.

To test the server, go on the internet on VM2 and type in http://. It should display a generic welcome
page that looks like the following:

XAMPP Apache + MariaDB + PHP + Perl

Welcome to XAMPP for Windows 5.6.15

Communit
Contribute to XAMPP translation at

Install applications on XAMPP using Bitnami

WE)(m)(@)(D

| KX Sastly

If successful, now go to VM1 (reminder — the one running Kali Linux 2.0. Arnold’s should have the
credentials root/toor). Go to applications and select “Applications > 09 — Sniffing & Spoofing >
ettercap-graphical”.

Applications ¥ Places v

Favorites m bdfproxy

- Information Gathering
,"-‘-. driftnet
- Vulnerability Analysis

3 - Web Application Analysis ettercap-graphical

- Database Assessment N hamster

S - Password Attacks
macchanger
6 - Wireless Attacks

- Reverse Engineering mitmproxy

8 - Exploitation Tools ii netsniff-ng
- Sniffing & Spoofing

'2 responder
[ 1]

0 - Post Exploitation
- Forensics wireshark
- Reporting Tools

- System Services

Usual applications



https://www.apachefriends.org/download.html

6. Go to Sniff > Unified Sniffing OR Pres Shift+U

File

ettercap 0.8.0

m Options ?
p

Jni

Bridged sniffing... Shift+B

Set pcap filter... P

7. Select interface ethO

ettercap Input

@ Network interface : [m ’ v]

| ok Hﬂcel‘

11. Click Hosts > Scan for hosts

:s@View Mitm Filters Logging Plugins ?
Hosts list H

Load from file... Ctrl+0 :
‘ Save to file... Ctrl+S :'\\
l a L]

12.Click Hosts > Hosts List

Start Targets

ettercap 0.8.0

Scan for hosts Ctrl+S
Load from file... Ctrl+0
N

Save to file... Ctrl+S

i
e \ A

e




13.

14.

15.

16.
17.
18.

19.
20.

21.

From the new tab that appeared, you will see a list of IP’s. Add the IP of VM3 to target #1 and add
the IP of VM2 to target #2.

T
ettercap 0.8.0 - o x

Start Targets Hosts View Mitm Filters Logging Plugins ?
Host List X
IP Address MAC Address Description

192.168.56.1 08:00: X00:04:93
192.168.56.100 08:00:27: 6:29

192,168.56.102 08:00:27:79:2. 92

Delete Host Add to Target 1 Add to Target 2

2182 known services |(=
Randomizing 255 hosts for scanning...

Scanning the whole netmask for 255 hosts...

3 hosts added to the hosts list...

Host 192.168.56.1 added to TARGET1

Host 192.168.56.102 added to TARGET2

Go to Mitm > Arp Poisoning. In the pop up window that appears, only check “sniff remote
connections” and press OK

ettercap 0.8.0

Start Targets Hosts ViewPFilters Logging Plugin
Host List ® | I

lemp redirect...
IP Address MAC Addres
Port stealing...

192.168.56.1 08:00:27:00
Dhcp spoofing...

192.168.56.100 08:00:27:F5

192.168.56.102 08:00:27: 7 M dMLUERCE O] _

Click on Start > Start Sniffing

ettercap 0.8.0

< | Targets Hosts View Mitf:Filters Logging Plugins
Stop sniffing Ctrl+E

fess Description

Exit Ctri+X 50.04:93
192.168.56.100 08:00:27:F5:C6:29

192.168.56.102 08:00:27:79:2C:92

Now go to “"Applications > 09 — Sniffing & Spoofing > wireshark”

Select ethO and start scan

Now type in “arp” in the filters to only retrieve arp messages. Take note of the MAC addresses
compared to the IP's. Also take note of the frequency of said messages

Now go to VM2 and repeat Step 7

Go back to VM1 and now type in a filter “ip.src==&&http” to get all http requests to server. You
should notice there being 2 HTTP requests sent from VM2 to VM3. However, take note of the MAC
addresses. One of the requests should go from VM2 to VM1 and the next should go to from VM1
to VM3. If this is the case, you know we see a successful ARP poisoning.

Repeat step 20, just flip make VM3 the source IP and analyze all HTTP responses outgoing from the
server. Similar idea, there should be two — one going from VM3 to VM1 and another going from



VM1 to VM2, but both in the name of VM3 to VM2 in the sniffed packets frame.
22. Congrats, you now know how to successfully ARP poison

10. Performing security testing of web applications using Burp Suite
toolkit.

10.1 Installing Burp Suite on Windows:

Follow the below steps to install Burp Suite on Windows:
Step 1: Visit the official Burp Suite website using any web browser.

E4 PortSwigger

Products v | Solutions v | Research | Academy | Daily Swig | Support v | =

Burp Suite is the choice of security
professionals worldwide

Join the community of over 14,000 organizations using Burp Suite to secure the web
and speed up software delivery.

Step 2: Click on Products, a list of different Burp Suites will open, choose Burp suite Community Edition
as it is free, click on it.

Buy a Burp Suite Certified Practitioner exam, pass before 15 Dec, and we'll refund your $99. — Find out more

Pourp/communitydows

Step 3: New webpage will open, which will ask for email id, and other option is Go Straight to
downloads. Click on Go straight to downloads.

Burp Suite
Community Edition

.
Start your web security testing Journey for free - download our
essential manual toolkit. Y . I
Go straight to downioads >

™

Step 4: After clicking on Go straight to downloads new webpage will open which will contain two
versions of burp suite one is Burp suite community edition and the other is burp suite professional
along with compatibility for different operating systems.



Professional / Community 2021.10.3

YORSH
Burp Suite Community Edition v Windows (64-bit) v Download
Burp Suite Professional
Burp Sute Communiy Edtion ell & several minor bug fixes
Professional / Community 2021.10.3
YOR<M
Burp Suite Community Edition v Windows (64-bit) v
JAR
This release provides a security patch, as wi Linux (64-bit)
MacOS (Intel)
Windows (64-bit)

Step 5: Choose Burp suite Community Edition along with Windows (64-bit). Click on the download
button, downloading of the executable file will start shortly. It is a big 210 MB file that will take some
time depending on download speed.

<« c & portswigger.net/bur

2 & » &

NCERT G boxanmaton-Go.. f§ Ranks Aggregation.. G lord shiva funko po » | [B Reading lis

Burp Suite Releases

Professional / Community 2021.10.3
¥ORSMHm
Burp Suite Community Edition ~ Windows (64-bit) ~ Download
This release provides a security patch. as well as several minor bug fixes
Security patch
We have fixed a medium-severity security issue in the way Burp Suite processed HTTP/2 responses, which could have introduced XSS in certain
circumstances.
Thanks to Ademar Nowasky Junior | @ waskyjr, who reported this issue via our bug b ty program

Step 6: Now check for the executable file in downloads in your system and run it.
Step 7: Loading of Installation Wizard will appear which will take a few seconds

Burp Suite installation wizard ' '_,':' ol xW

which will guide you through the rest of the setup

Burp Suite Community Edition is preparing the wizard

|

Step 8: After this Setup screen will appear, click on Next.



Welcome to the Burp Suite Community
Edition Setup Wizard

This will install Burp Suite Community Edition on your
computer. The wizard will lead you step by step through
the installation.

Click Next to continue, or Cancel to exit Setup.

Cancel

Step 9: The next screen will be of installing location so choose the drive which will have sufficient
memory space for installation. It needed a memory space of 294 MB.

% B

Select Destination Directory E
Where should Burp Suite Community Edition be installed?
——

Select the folder where you would like Burp Suite Community Edition to be installed,
then click Next.

CUsers\DellhAppDatail ocalPrograms\BurpSuiteCommuni Browse ...
Required disk space: 294 MB
Free disk space: 60 GB

< Back [N— Cancel

Step 10: Next screen will be of choosing Start menu folder so don’t do anything just click on Next
Button.

Select Start Menu Folder £I
Where should Setup place the pregram’s shortcuts?

Select the Start Menu folder in which you would like Setup to create the program’s ‘
shortcuts, then click Next.

Create a Start Menu folder

Burp Suite Community Edition

Accessories
Administrative Tools
Adobe

AnyDesk

Flex Windows

Free Cam 8

Games
Intel PROSet Wireless
Internest Nonamlnad Mananer

< Back | Next > | Cancel

Step 11: After this installation process will start and will hardly take a minute to complete the
installation.



Please wait while Setup installs Burp Suite Community Edition on your E
computer.

Extracting files ...

Cancel

Step 12: Click on Finish after the installation proces

s is complete.

Completing the Burp Suite Community
Edition Setup Wizard

Setup has finished installing Burp Suite Community Edition
on your computer. The application may be launched by
selecting the installed icons.

Click Finish to exit Setup.

Step 13: Burp suite is successfully installed on the system and an icon is created on the desktop.

Step 14: Run the software, screen containing terms and conditions will appear Click on | Accept.

Terms and Conditions

Please read the following terms and conditions carefully., and indicate whether you
accept their terms.

Burp Suite Community Edition Terms and Conditions of Supphy

PMPORTANT NOTICE: PLEASE READ THE FOLLOWING TERMS BEFORE ORDERING OR
DOWRNLOADING ANY SOFTWARE FROM THIS WEBSITE, AS APPLICABLE TO THE
LICENCE AMND USE OF THAT SOFTWARE.

hese Burp Suite Community Terms and Conditions of Supply together with the
documents referred to in it ((Terms ) constitute the terms and conditions on which
PortSwigger Ltd (‘Licensor} will grant to any user (Licensee’} a licence to use the
softuwware comprising Burp Suite Community Edition ((Burp Suite Community Edition™
or the “Software ). following acceptance of an order as detailed belows.

he following expressiy form part of the Terms:

- The Burp Suite Community Licence Agreement:

Help improve Burp by submitting anonymous feedback about its performance

(




Step 15: New screen containing information regarding the project will appear, choose temporary
project and click Next.

Step 16: Next screen is about using default settings or loading from configuration file, click on Use
Burp Defaults.

(@) Sselect the configuration that you would like to load for this project. Burp Suite
l Community Edition

© Use Burp defaults

| Use options saved with project

Load from configuration file File

Fite: | [ choosefite...

|| Default to the above in future

|| Disable extensions

[ cancet | sacc | (EEETE

Step 17: Project will start loading.

= =

Burp Suite
| Community Edition
| |
\ Starting project, please wait ...

1
|l
b
[ cancet |

Step 18: Finally new project window will appear.

sure peste:
Dasnboard Proxy

Learn, explore and discover

Getting started with Burp Suite

Get going right away - with our quick start tutorial

Burp Suite video tutorials - 4

4
L1 4




Process for performing security testing:
e Open Burp suite application on your desktop / Laptop
e By default, selected as "Temporary project” for project selection
e Click on next
e Use by default "burp defaults”
e Click on start burp
e Now burp suite Project window displays as fallows

Burp  Projedt Intruder Repeater Window Help Burp Suite Community Edition ¥2023.3.2 - Temparary Project - (=]
Dashboard  Target  Prowy  Intruder  Repeater  Collaborator  Sequencer  Decoder  Comparer  Logger  Extensions ea
Tasks [oXcToly S————— L
T YOO D oD e — IR (| e
1. Live passive crawt from Prowy fall traffi © @ 0| Vrme mgn  Medwm tow info. | Certain  Fim  Tentatwe D <
Add links. Add item fisel, same domain and URL in suite scope. 0 ftems added to site map
1ssue type Host Path
copturng: (@D O responses processed # Suspicious INput transtormation (reflect.. http./nsecure-ban... /url-shorten
Sl Qi © SMTP header injection Dttp/Ansecure-web... /contact-us

. 0 HTTP message Nttp/Ansecure-ban... /blog

® Cross-site /

@ X0 extermal entity inje

© Bternal /proguct

© Web cache poisoning NHtp./Ansecure-ban... /contact-us

© Serverside template injection Nitp/insecure-ban... /user-homepage

© st injection nttps/Avuinerablew... /

oo

»
Event log Q1%
Agvisory
7 o GIED €D @D e 5
Time Type  Source Message

1250079 May 2023 Emor  Prowy  Faied to start prosy service on 127.0.0.1:8080 - Check whether another .. (7

e Open "proxy” tab on menu

e Check “intercept” is on / off

e Ifintercept is "off” make it as “on”

e Check proxy with proxy address

e As fallows in browser proxy settings.

Certificate verification problem det % (82 Settings x| +

(e @ Firefox  aboutpreferences

Connection Settings

Configure Proxy Access to the Internet
No proxy
Auto-detect proxy settings for this network

Use system proxy settings

@) Manual proxy configuration

HTTP Proxy 127.0.0.1
®& Also use this proxy for HTTPS

HTTPS Proxy  127.0.

SOCKS Host
SOCKS v4  © SOCKS v5

Autamatic proxy configuration URL

No proxy for

e Once intercept is “on”

e Go to the target menu

e Open any browser

e After open browser event log will be recorded.
e Give any target

e Record the response as shown in below



Dashboard Target Proxy Intruder Repeater Collaborator Sequencer Decoder Comparer
ntercept HTTP history WebSockets history {5} Proxy settings

® £\ Request to https://www.google.com:443 [142.250.195.164]

Forward Drop Intercept is on Action Open browser

Prett Raw Hex

Host: wuww.google.com

| Sece—Ch-Ua: "Not:A-Brand";w="S8", “Chromium®;wv="11Z"
| See—Ch-Ua-Mobile: 20
i Sec=Ch-Ua-Plat form: "Windows"

! Upgrade-Insecure-Requests: 1
Accept :

i ®-Client-Data: CJaOywE=

| Sec-Fetch-Site: none
Sec-Fetch-Mode: navigate
Sec-Fetch-User: 2?1

! Sec-Fetch-Dest: document

| Accept—-Encoding: gzip, deflate

i Accept-Language: en-US,en;q=0.9

: Connection: close

Logger Extensions

. GET /search?q=iare.ac..indog=iare.ac..in&gs_lcrp=EgZjaHJlvbWUyBggAEEUYOdIBCDQLlOTNgMGo3gAIAsATAGsourceid=chrome&ie=UTF-8 HTTP,

User—Agent: Mozilla/5.0 (Windows NT 10.0; Winéd; x€4) AppleWebKic/537.3& (FKHTML, like Gecko) Chrome/1l1Z_.0.5E15.50 Safari/s37

text/html, application/xhtml+xml, application/xml;q=0.9, image/avif, image/webp, inage/apng, */*;q=0.8, application/signed-exchangs

Check and observe all the menus for different responses based on different targets

e s e Y]} vooe B
T T T ey =S o B B
s ey, B |(Caasarion ° = |

sy |y fo | et e o =

13:12:13 9 May 2023 Proxy GET detectportal.firefox.... /canonical.ntmi o 200 372 63
M . (RS |bte e | o = & om
i o o e If = B | e
JAIZ133Ma I pem  GEY  detecoortatsiefos.. /anoniatntm ° wm m n

a= =

- He Rende T

e

Columns

inspector W
Request attibutes
Request headers

Response headers

Try:
Use Collaborator, Sequencer to find the issues on activity of target

Hint:

Click on the menu'’s called Collaborator and Sequencer, perform scans the issues for report.

11. Install and Perform Web Applications Testing On Attacks Using

Owasp Zap Tool

11.1 Owasp Zap Installation process

Step1: go to the official site of OWASP ZAP and visit downloads on site as shown in below

OWASP ZAP — Download (zaproxy.org)
Step2: click on download by choosing the operating system
Step3: after downloaded tool in your system double click on that setup file

Step4: click on next




Q Setup - OWASP Zed Attack Proxy 2.12.0 — O >

Welcome to the OWASP Zed Attack
Proxy Setup Wizard

This will install OWASP Zed Attack Proxy on your computer.
The wizard will lead you step by step through the installatio

Click Next to continue, or Cancel to exit Setup.

Step5: accept the terms and conditions and click on next

Q Setup - OWASP Zed Attack Proxy 2.12.0 —

O >
License Agreement £|
Please read the following important information before continuing.
e —

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

Apache License
Version 2.0, January 2004
http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION

1. Definitions.

© | accept the agreement
() 1 do not accept the agreement

nstalld)

< Back Next = Cancel

Step6: choose installation type “standard” and click on “next”

WY Setup - OWASP Zed Attack Proxy 2.12.0

O >
Select Installation Type E
Which type of installation should be performed?
e

Select the type of installation that you want to perform. Click Next when you are ready
to continue.

) Standard installation
() Custom installation

install4j
< Back MNext = Cancel
Step7: installation process being started and displays finish window once it is completed
“ Setup - OWASP Zed Attack Proxy 2.12.0 - a x|

Completing the OWASP Zed Attack
Proxy Setup Wizard

Setup has finished installing OWASP Zed Attack Proxy on
your computer. The application may be launched by
selecting the installed icons.

Click Finish to exit Setup.

Finish




Step 8: click on finish to complete installation.

11.2 Perform Web application testing

Automated

After installation of OWASP ZED open it on your system as shown in below

O Untitied Session - 20230511-170141 - OWASP ZAP 2120
Fie Edt View Anayse Repon Tools Impon Expot Onine  Help

Sderdoce v B EEBEOZS G S ERcDE0EnE ke V@ K- mee e
@stes 4 { 4 QuckSin & < Reguest = Response 7 Requester
enTDao
= con Welcome to OWASP ZAP
[ Defauit Context AP is an easy to use a web appicat
e Sites.

IF you are new to ZAP then it s best to start with one of the ptions below.

O Ve

Automated Scan Manual Explore Leam Mare

Click on automated scan to perform the scanning of web application

pon Orara  Holp
(=]

BT R e e 3% -

{ & Quensin # = Reques e Response

m e e e
+

5 Recuester

Automated Scan

an against st it 5 URL bk a0 pe ‘Amacic.
Please be sware Mt you Snoukl only Siack ppIic ations Ihat you have been Speciicaly been gen permizsian 16 test

URL 10 attack:

Pt o ..

i tresdiorent spcier

Uz ape puer

Fragee:

=] 1 Nttt rtum e |

5 Adsednodes  Messages

Processed Feq Timastamp wetnon Gode Reasan AT [y e—— Sire Resp. Boy Highest Ao
™ 11723, 51348 1 cer 200 oK 200 ms 338 bytes 53,500 bytes
® ani2a 0 P1a cET 200 OK 40 330 bytes. 52,536 bytes
® aET 200 OK 204 s 330 bytes. 52,407 by
- =3 200 oK arims 338 bytes. 53,083 bytes
- Ger 200 oK 289 28 bytes. 52237 bytes.
- cer 200 268 s 330 bytes 52453 bytes
H ser 200 0% a2ams 252 bytes. 1122 byes

During scanning of the process just pause the scan process and right click on any url to see content

To see content rightclick on URL and select “open URL in browser” as shown in below

L % Results of MCA | & Il sem Reg © % |

~

< @ O & htpsi//www jntua.acin/results-of-mca-i-ii-sem-reg-supple-dec-jan-2018-19-exams-circular-from-ce-pgdt-17-04 B ¢

Thursday 11th May 2023

(=]

@ &0

G

SRS
@)

(Established under A.P. Govt. Act No.30 of 2008)
Ananthapuramu - 515002, Andhra Pradesh, India.

Genesis- JNTUA Chancellor Administration Directorates Programs Offered Constituent Units Our Faculty

Ltion Reports

NIRF AISHE ContactUs

levance Portal

17.04.2019

Download

MCA | & Il sem results circular

Contact Us | Antl-Ragging Toll Free No: 1800 428 27

Jawaharlal Nehru Technological University Anantapit” RO MoE
Apply Original Degre|

e-Magazine April 2023 Issue | 75 Years Celebrations of JNTUACEA-Videos| JNTUA Anthem | AP EAPCET 2022 | MoRTH Recruitment | AP PGCET 2023 | Aza(

kaspers]| O
1. FDP on Artificial Intell

e-Magazine

Results of MCA | & Il sem Reg & Supple Dec/Jan 2018/19 Exams — Circular from CE (P!

Degree Verificatiof

ka Amrit Mahotsal

kas]

¢

After completing scanning, it shows the history of scanned results
Generate the reports as shown in below



ZAP Scanning Report

Generated with % ZAP on Thu 11 May 2023, at 17:23:29

Contents

About this report

= Report parameters

= Summaries

= Risk=Mediun, Confidence=High (1)

= Risk=Medium, Confidence=tMedium (3)

* Risk=Hedium, Confidence=Low (1)

= Risk=Low, Confidence=High (1)

Try:
Perform web application testing In manual mode using Owasp Zap

Hint:
Select the option in manual for any target and perform web application testing.

12. Install meta sploit framework tool to perform various exploitation
tasks about the security vulnerabilities of a target machine

12.1 Installation of Metasploit framework

Step1: To install Metasploit framework tool go to official site https://www.metasploit.com/ and Click
on download

Step2: it is redirected to github page and click on nightly installer.ntml file

Step3: again it is redirected to https://docs.metasploit.com/docs/using-metasploit/getting-
started/nightly-installers.html this link

step 4: in the above link select “latest windows installer” on that page now the setup file will be
downloaded.

Step 5: double click on setup file the fallowing page will be display

™ Metasploit-framework v6.3.16 Setup — >

Welcome to the Metasploit-framework
v6.3.16 Setup Wizard

The Setup Wizard will ifistall Metasploit-framework v6.3.16 on
your computer. Click Next to continue or Cancel to exit the
Setup Wizard.

I —
O
O
(7p ]
e
[}

framework

m

Back Mext Cancel

Step 6: click on “next” and accept terms and conditions on that page, click on next
Step 7: choose the location to store the installation as shown in below


https://www.metasploit.com/
https://docs.metasploit.com/docs/using-metasploit/getting-started/nightly-installers.html
https://docs.metasploit.com/docs/using-metasploit/getting-started/nightly-installers.html

=M rMetasploit-framework v6.3.16 Setup

metasploit

framework

Click the icons in the tree below to change the way features will be installed.

......... Metasploit-framework

This feature requires 289MB on your
hard drive.

Location: Tt Browwse...

Reset Disk Usage Back Mt Cancel

Step 8: click on next and click on install on this page

P retasploit-framework v6.3.16 Setup

- =
Rendy to mmtall Metmplonramework vo.s10 NI Tasploit

framework

Click Install to begin the installation. Click Back to review or change any of your installation
settings. Click Cancel to exit the wizard.

Back = Install Cancel

Step 9: now installation process is started as shown in below

= Metasploit-framework v6.3.16 Setup >

- =
Installing Metasploit-framework v6.3.16 I I eta S p Iolt

framework

Please wait while the Setup Vwizard installs Metasploit-framevrork v6.3.16.

Status: Extracting files, please wait...

Step 10: after install click on finish to setup has been complete.
(Note: during the installation if any messages u got, we have to do
on your system)

1

off” all virus and threat protections

Wintiows Security
View ana upaate VIrUs & treat protection
- settings for Microsoft Defender Antivirus.
= Help improve Windo:
Real-time protection (v s faadback
@ Home P!
Locates and stops malware from installing ar
) Virus & threat protection running on your device. You can turn off this -
setting for a short time befare it turns back on Change your privacy
B (et ent automatlcally. View and change priv
. . for your Windows 11
Real-time protection is off, leaving your
9 Firswall & network protaction O e vainerable e Language device.
Privacy sattings
O App & browser control @ ) on
= Device security
< Device parformance & health Cloud-delivered protection
&5 Family options Provides increased and faster pratection with
access to the latest protection data in the cloud.
S protection history Works best with Automatic sample submission
turned on.
A Cloue-delivered protection is off.  Dismisz
Your device may be vulnerable.
. ) off
Automatic sample submission
Send sample files to Microsoft to help protect
you and others from potential threats, We'll
prompt you if the file we need is likely to contain
personal information
. Automatic sample submission is off. Dismizs
@ Semings A Vour device may be vulnerable.




Now Metasploit framework has been installed on your system.

After installation

Go to the Metasploit frame work folder that installed on your system

Step 11: copy the path upto bin folder as like “C:\metasploit-framework\bin"

Step 12: set path for installed framework

Step 13: To set the path Edit system environment variables on your PC by right clicking on it.
Step 14: Give system variables as “Path” and the value of Path” C:\metasploit-framework\bin"
That we copied from installed location

Step 15: Click on Ok to complete the path setup

Step 16: now open the command prompt to launch frame work

Type "msfconsole” on command window as shown in below

7l CAWINDOWS\system32\cmd. X + A

Microsoft Windows [Version 10.8.22621.1555]
(c) Microsoft Corporation. All rights reserved.

C:\Users\SLIM 3>cd..

C:\Users>cd. .

C \>msfconsole

: /metasploit—framework/embedded/1lib/ruby/gems/3.0.0/gems/rex—core—0.1.30/1ib/rex/con
C /metasploit—framework/embedded/lib/ruby/gems/3.0.0/gems/hrr_rb_ssh—0.4.2/1ib/hrr_rH
nection: :Channel: :ChannelType: :Session: : NAME
C:/metasploit—framework/embedded/1ib/ruby/gems/3.0.0/gems/hrr_rb_ssh-6.4.2/1ib/hrr_rH
C:/metasploit—framework/embedded/lib/ruby/gems/3.0.0/gems/hrr_rb_ssh—-0.4.2/1ib/hrr_rH
nection: :Channel: :ChannelType: : Session: : NAME
C:/metasploit—Fframework/embedded/lib/ruby/gems/3.0.0/gems/hrr_rb_ssh—-0.4.2/1ib/hrr_rH
C:/metasploit—Fframework/embedded/lib/ruby/gems/3.0.0/gems/hrr_rb_ssh—-0.4.2/1ib/hrr_rH
nection: :Channel: :ChannelType: : Session: : NAME
C:/metasploit—Fframework/embedded/lib/ruby/gems/3.0.0/gems/hrr_rb_ssh—-0.4.2/1ib/hrr_rH

72 payloads — 46 encoders — 11 nops
evasion

msf6 > help

Core Commands

Command

Help menu
Display an awesome metasploit banner
Change the current working directory
Toggle color
Communicate with a host
Display information useful for debugging
Exit the console
features Display the list of not yet released features that can be opted in to
get Gets the value of a context—specific wvariable
getg Gets the value of a global variable
grep Grep the output of another command
help Help menu
history Show command history
load Load a framework plugin
quit Exit the console
repeat Repeat a list of commands
route Route traffic through a session
save Saves the active datastores
sessions Dump session listings and display information about sessions
set Sets a context—specific variable to a value
setg Sets a global variable to a value
sleep Do nothing for the specified number of seconds
spool Write console output into a file as well the screen
threads View and manipulate background threads
tips Show a list of useful productivity tips
unload Unload a framework plugin
unset Unsets one or more context—specific variables
unsetg Unsets one or more global variables
version Show the framework and console library version numbers

Step 18: type any of the command that you want to see information about that all.
Step 19: to exit from frame work just type "exit” on screen”.



Try:
Find threads and sessions of the target that using on the same machine.
Hint:

Use Metasploit tool options to find both on target machine.



13. Use virus total tool to analyzes files and urls for viruses on target.

13.1 How to use Virus total tool

Step 1: go to virus total official site on online

3 httpsy//www.virustotal.com/gui/home/upload

v] Inteligence Hunting  Graph AP

> ] VIRUSTOTAL

Analyse suspicious files, domains, IPs and URLS 1o detect malware and other
breaches, automatically share them with the security community.

FILE URL SEARCH

[ cremene

Step 2: upload any files that you downloaded from internet to find viruses and analysis on it
Step 3: select URL to give target to find viruses or not
Step 4: enter the URL to analyze viruses on files and urls

> ] VIRUSTOTAL

Analyse suspicious files, domains, IPs and URLs to detect malware and other
breaches, automatically share them with the security community.

FILE URL SEARCH

www iare ac.in

Step 5: dlsplays all the details related to scannlng of the target URL

21 https://Awww.virustotal.com/gui/url/6868336664dbd 1c2aebt580b3c1dfde7ecidcddc7 78eb7d51505b63656982ebab

Did you intend to search across the file corpus instead? Click here

(&) No security vendors flagged this URL as malicious
http://www.iare ac.in/ 200

Status

www iare.ac.in

Community Score

DETECTION DETAILS LINKS COMMUNITY

Security vendors’ analysis (D

Abusix (<> cClean Acronis (=) Clean
ADMINUSLabs & cClean AICC (MONITORAPP) G Clean
Alienvault (& clean alphaMountain ai (=) Clean
Antiy-AVL &2 Clean Artists Against 419 &) Clean
Avira () Clean benkow cc () Clean

Bfore Al PraCrime & clean Bithefendar & Clean




Step 6: if any virus detection, then it displays as a count .so from above figure no detection found.
Step 7: to see details of the target click on details as shown in below

hittp: /e lare ac ind

s URL as

) MNo security ven
http /v lare. ac in/

W iare. ac.in

Cammun ity Score

cerecrion Cres commumiy

Categories 0

Forcapoint ThreatSesker  sducational institutions
Sophos

Xeitium Verdict Claud
BitDefender

History
First Submission 20140410 144742 UTC
Last Submission  2023.01-25 13:37:57 UTC
Last Analysis 2023-01-25 13.37.67 UTC
HTTP Response O

Final URL

https Siwwne iare ac in/

Sarving IP Address

137 58201 77

Status Code

200

Body Length
190.16 KB

Step 8: to see links that tool have scanned click on “links” as shown in below

FER—
et e v e b2t

R ETEE N T

Cormenanity Score

DETECTION DETAILS LiMKS C ORI NIT Y

Outgoing links <o

hetp s e nirfindia. org/20 22/ Engine sringfRanking bl
PR S /AN ¥ OUTUDS ComfchannelACrnNz Y Gaiaoi Tacke ONZLERC

hitps sfmail googhe com

NS raICte-iNdia . or gfeedb acks

LTSRN Tolos/ 186282 THIERMNO S/ alburms

michannel UGN Y Gala0iTacke On2LEpRGfaaturad
S LARE OF FIC 1AL

auticalof

hitps Sfenane nirfindia. org/20 22/ Enginearingfanking 150 htmi
hatp s e ariia govindRanking/202 1/ndex htmidcivPharmecy Ranking
_hyderabad

hetpa e linkedin com/school/271 2285 fadming

hitps finstagram. comfia

Step 9: To explore in graph click on “explore” which appears on right corner of window as shown in
below

(&) No security vendors flagged this URL as malicious (‘«.
CU’)

http:iiweew.iare. ac.in/ 200 2023-01-25 13:37:57 UTC

wwwiare ac in Status 3 menths age

Community Score

Step 10: analyze all details appear on window.

liodusce 3 0 mofe Charsclers 1o parfofh 3 Seaich in Ihe grsph v @ 9

elton  Last srvng s
Chacre

Fitered Nodes 013

Bounsansss T e
— http //www.1iare. ac ..

. st servmg ip aﬁss
e .@ Network == -

Cammunicatng fies

Historical ssi certificates

Histarical whois

A
A -
1A e
Resohons A L J : :
-: [  FastSoon
s Foum 00y ® To mmdiyry ®
08T nave refations. . _

Show Noda List

~ LastSeen

Try:



Use different target network to analyze suspicious files on target
Hint:
Give different targets address or IP addresses.
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